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Summary. The paper presents an approach to and technique for direct mining of
binary data with missing values aiming at extraction of classification rules, whose
premises are represented in a conjunctive form. This approach does not assume an
imputation of missing values. The idea is (1) to generate two sets of rules serving as
the upper and low bounds for any other sets of rules corresponding to all arbitrary
assignments of missing values, and then, (2) based on these upper and low bounds
of the rules’ sets, on testing procedure and on a classification criterion to select
a subset of rules to be used for classification. The approach is primarily oriented
to the application domains where an imputation is either cannot be theoretically
justified or is impossible at all. Examples of such applications are given by domains
where information used for classification is composed of asynchronous data streams
of various frequencies and thus possessing different “life time”, or such information is
missing due to peculiarities of information collection system. Instead of missing value
imputation, the proposed approach uses training dataset to cut down the potential
rules set via forming its low and upper bounds with the subsequent testing the rules
of the upper bound against the new dataset with missing values and selection of the
most appropriate rules. The approach was applied to learning of intrusions detection
in computer network based on asynchronous data streams incoming from multiple
data sources. Experimental results confirm that the proposed approach to direct
mining of data with missing values can yield good results.

1 Introduction

In the last three decades a large number of diverse powerful approaches, meth-
ods and techniques for data mining and Knowledge Discovery in Data bases
(KDD) was developed. They are of wide use practically in any area of in-
formation technology, scientific research and industry that demonstrate ever
increasing interest to extending practical application of data mining and KDD
in new applications.

Unfortunately, as a rule, most of the popular and powerful data mining and
KDD techniques cannot deal directly with real-life data due to the fact that
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most data bases are incomplete, contain wrong items and noise. The available
data mining and KDD software tools usually contain special means aiming at
data cleaning and outlier detection. The above means help to cope with cer-
tain kind of distortions in real-life data bases, thus, making the “traditional”
data mining and KDD techniques applicable. However, incompleteness of data
bases, particularly, presence of missing values, remains in challenge. The rea-
son is that, opposite to the distortion like noise and presence of outliers, the
problem of data mining with missing values is of fundamental difference. An
ambiguity of missing values forces KDD miner either to predict these values,
thus making the task more definite or to select somehow a solution from all
possible ones. In any case, the latter leads to the computationally intensive
search.

In the last two decades the main effort of a researcher dealing with data
mining with missing values concerned the methods of the first type, i.e. the
methods oriented to determining a reasonable assignment (“imputation”) of
the missing values. Significantly fewer investigations dealt with “direct” min-
ing of data with missing values not presupposing the use of missing values
imputation. A straightforward approach ignoring the examples with missing
values is an exception. But as a rule such an approach significantly impoverish
training and testing datasets, thus, making impossible a creation of powerful
classification mechanisms. For instance, if percentage of missing values is 5%
for each attribute and the dataset comprises 40 attributes then at average
only 13% of the original sample can be used for training and testing [14].
However, in practice the percentage of missing values can be much higher,
say, up to (20–30)% and over. In these cases the total number of examples
without missing values can be about zero. Other existing approaches of the
similar kind, i.e. approaches mainly not focused on missing values imputation,
are outlined in Sect. 2 surveying the related works.

This paper proposes an approach to and technique for lattice-based direct
mining of binary datasets with missing values aiming at extraction of classi-
fication rules with premises represented in a conjunctive form. The idea is to
extract the sets of rules serving as the upper and low bounds for any other sets
of rules corresponding to arbitrary assignments of missing values, and then,
based on these upper and low bounds of rules’ sets, on the results of testing
procedure and on a classification quality criterion, to select a set of rules to
be used in the classification mechanism. Let us emphasize that this method
does not assume the imputation of missing values.

The rest of the paper is organized as follows. Section 2 briefly surveys re-
lated works indicating the basic ideas of dealing with missing values proposed
in the previous research. Section 3 briefly describes a number of newly arisen
applications of high practical importance where data mining and KDD with
missing values is a central subtask. A peculiarity of these applications is a
limited possibility to impute missing values due to restricted size of training
and testing dataset and also due to distributed and asynchronous nature of
input data streams used in both learning and decision making procedures.
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Section 4 presents data mining with missing values problem statement and
outlines the respective algorithm of rules extraction for the case if training
and testing datasets are binary. It also presents the GK2 algorithm used in
this work for extraction of rules from binary data, the basic idea and main
theorems constituting a basis for building upper and low bounds of the rules’
sets corresponding to any arbitrary assignments of missing values. This sec-
tion also demonstrates the basic algorithms by example. Section 5 describes
the experiments and experimental results of computation of upper and low
bounds of the rules’ sets and peculiarities of this procedure. As a case study
the learning of intrusion detection in computer network as applied to anom-
aly detection task is used. Testing procedure and use of its results to create a
classification mechanism are also described in Sect. 5. In conclusion the paper
results are evaluated, and a tentative plan of future works is outlined.

2 Related Works

One of the earliest works on data mining and KDD with missing values applied
to decision tree mining is [20]. In it, while considering the use of C4.5 tech-
nique to induce decision trees based on data with missing values, the author
emphasized three main problems that are 1) How to deal with missing values
in selection of a test to partition the training dataset if different attributes
contain various percentage of missing values; (2) How to treat the cases, in
which values of X are unknown for the selected test based on attribute X;
and (3) How to proceed with a test on an attribute whose value is unknown
if decision tree is induced. Although these questions were set within context
of the particular method, C4.5, with certain variations they remain impor-
tant up to now for majority of approaches to data mining and KDD dealing
with missing values. In general case the above questions can be formulated as
follows:

(1) How to deal with missing values in training procedure?
(2) How to evaluate the training quality? For instance, how to assign a truth

value to a rule tested on a case when certain attributes of the rule premise
cannot be assigned a value?

(3) How to use the constructed classification mechanism (decision tree-based,
rule-based, etc.) for classification of unseen data with missing values?

In most papers all these questions are reformulated into “how to impute
missing values or cut the dataset?” at every of three aforementioned steps (1)–
(3) of data mining procedure. Indeed, if this problem were solved then the data
mining problem would be a “standard” one, thus implying an application of
a broad spectrum of existing techniques.

In practice, a selection of any technique for missing values imputation
should depend on “the missing mechanism” [14] and on the relationships be-
tween the data attributes. From statistical point of view, three classes of
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missing data mechanisms can exist. In the simplest case (in the first class) the
data are missing completely at random: probability that an attribute X value
is missing does not depend on Xvalue location in the respective attribute do-
main. In the second class of the missing mechanism, the fact that the value of
an attributeX is missing depends on the value of some other attribute Y . This
fact provides a data miner with additional information, which can be used in
a certain way in order to more trustworthy impute the missing values. In the
third class, a probability that value of an attribute Xis missing depends on its
value. Information concerning this probability can be used for missing value
imputation. For example, in some cases data are missing because the value to
be measured is either too large or too small, and this is why it is simply im-
measurable. This fact can provide useful information for correct dealing with
missing values. Additional source of a priori information that can be used
for justification of missing data imputation is provided by knowledge about
relationships existing between data attributes within particular classes.

The researchers propose many different approaches to and techniques for
missing values imputation. In the simplest approach the records with missing
values are erased from a training dataset, but this can lead to the fact that
the rest of training sample could contain too small number of examples. An
example was given in Sect. 1 [14].

Most of existing approaches is of statistical nature and use both knowl-
edge about missing mechanism and correlations between attributes of each
example computed based on available dataset. Imputation by regression (lin-
ear regression and logistic regression) [24] including multiple imputation [24] is
one of such approaches to dealing with unknown data values. It can be applied
to predict the value of one or several variables. These regression-based proce-
dures use non-missing attributes. The disadvantage of this approach is that in
many cases estimating by regression is as complex as learning of classification
[30].

Hot Deck imputation [26] is a local approach, where the dataset is pre-
liminary clustered on the basis of a similarity measure and then, within each
cluster, the missing values are assigned the cluster most frequent values. Al-
though this class of procedures has no rigorous mathematical justification,
practitioners reported that this approach works well in many applications.

An approach called Expectation Maximization ([5, 14]), EM, is an algo-
rithm based on estimations of the parameters of the probability distribution
of an incomplete sample evaluated by maximum likelihood procedure.

The aforementioned approaches are based on the use of attributes with
non-missing values. Several approaches use direct manipulation with missing
data. As a rule, they are used to build decision trees ([13, 21]. The authors
of the work [12] proposed to assign missing values the most probable ones
estimated on the basis of training dataset. The paper [20] proposes to treat
the value “unknown” as a new possible value of each attribute and to deal
with it same way as with other attributes. However, the last approach works
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satisfactory if the unknown value is located close to the upper or low bounds
of the value domain.

The paper [30] is focused on binary classification of data with missing
values. Its idea is to somehow generate for both classes the equal number
of rules with premises in conjunctive form, to assess the rules on the basis
of testing procedure and then to use these rules, for example, in a weighted
voting mode, while only accounting for those rules, which take definite values
over the unseen case to be classified.

Specific problems have to be solved when we deal with missing values in
association rule mining task. Ignorance of the missing values leads either to
the reduced rates of support and confidence or/and generation of inconsistent
rules that cannot be distinguished from the useful ones. This problem and
probable approaches to overcoming it are discussed in [22] and [23]. The idea
of these two papers consists in the use of some kind of dataset preprocessing,
which, given item set, allows to discover from original dataset a so-called valid
dataset, which corresponds to maximal data subset not containing missing
values in the given item set. One more approach to the same task is proposed
in [16]. It intends to generate so-called approximate rules, ∼AR-rules. This
algorithm is built on the well known Apriory algorithm and uses two main
steps to deal with missing and noisy data. At the first step missing values
are imputed via replacing with a probability distribution over possible values
represented in terms of their frequencies in the dataset. At the second step
this imputed dataset is used to mine association rules.

3 Examples of Applications

In the previous section it was indicated that one of the important aspects of
data mining and KDD from databases with missing values is the nature of
missingness. Indeed, the values of data can be missing due to imperfection
of sensors and other components of measurement mechanism (errors, failures,
e.g., transient failure, communication failure, etc.). In this case a reasonable
data imputation procedure is pertinent. It is quite different if information
cannot be collected due to certain reasons, like conditions of natural environ-
ment (e.g., if airborne observation equipment is used then information can
be unavailable due to meteorological factors or due to masking). In this case
imputation might be not relevant at all. Much more specific and complicate
case, where missing values imputation is not applicable, can arise as a result of
temporal and/or spatial nature of data, asynchronous and distributed mode
of data collection, and discrete and distributed mode of decision making. An
abstract example of such kind is as follows.

Let us consider what is often called a situation [6]. Generally, situation
is understood as a state of a complex system constituted, for example, by
a number of semi-autonomous objects (“situation objects”, for short) having
their particular goals (intents) and operating in a coordinated mode to achieve
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a common goal. Let us note that “situation object” can be a “physical” object
(say, group of aircrafts) or an “abstract” one (e.g., components of software in
which traces of attacks against computer network are manifested). Situation
can be characterized by its “state” taking value from a finite set of labels.
States of situation objects and respectively state of situation on the whole are
of dynamic nature, i.e. they are varying in time.

There exists a distributed sensor system observing either particular objects
or definite regions, where the situation objects can be located. Observations
are distributed and asynchronous, and can be performed at different discrete
time instants. The observations constitute the input of a decision making
system aiming at classification of the state of the situations in discrete, as
a rule, irregular time instants. This task is also well known as “situation
assessment” [6]1. As a rule, an observation system is capable to provide the
situation assessment system only with a series of “snapshots” of the overall
“picture”, where a part of data can be missing. Here it is important to note
that situation is specified not only in terms of states of particular situation
objects but also in terms of a number of relationships given over them (spatial,
temporal, and other, most of which is application-specific). Therefore, loss of
information about an object unavoidably leads to missing of the values of
attributes specifying relationships between the object in question and other
ones.

According to the modern view of the architecture of the situation assess-
ment system [7], the decision making procedure in it is organized at least
at two levels. At the first level, local decisions corresponding to assessments
of the particular object states are produced. At the second level these deci-
sions are combined. Combining of decision is a conventional decision making
task, whose input is formed by local decisions assessing the states of partic-
ular situation objects and relationships between them. As a rule, this input
contains missing values and the size of sample presenting former experience
and available for situation assessment learning is limited and does not provide
statistically reliable information needed for missing values imputation.

Let us explain the above abstract consideration by example that is a de-
tection of intrusions in computer network. This task is a typical application
from the situation assessment scope containing missing values in both training
and testing samples.

Currently the coordinated distributed attacks performed by a team of
malefactors from distributed hosts constitute main threats for computer net-
works and information. “Traces” of an attack can appear in input traffic or
in different data generated by a computer network assurance system. For
example (see Fig. 1, and also [9]), these traces are displayed in IP pack-
ets of traffic, in Tcpdump generated via traffic preprocessing, in audit data
trail, in sequences of system calls of operating system, in data resulting from
1 Situation assessment task is a central subtask of the well known and very impor-

tant modern task called “situational awareness” [6].
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Fig. 1. Multiplicity of data sources (given in grey color) within a host which can
alert intrusions (The content of the figure is taken from [9])

monitoring of application servers, queries to databases and directories, in data
specifying users’ profiles, etc. Such data are generated in different hosts of
computer network. The timely detection of an illegitimate user’s activity to
assess a security status of computer network is potentially feasible only in case
of information from different sources fusion. Formally, intrusion detection is
a classification task, that has to detect intrusions based on combining of par-
ticular alerts produced by analyzers (local classifiers) dealing with particular
data sources. Assessment of the security–related status of a computer net-
work intending to detect malicious activity presents an interesting example of
situation assessment tasks.

Let us describe a case study from intrusion detection scope, which is further
used to validate an approach proposed for dealing with missing values in data
mining and KDD procedures. The purpose of the description given below is
also to explain why temporal nature of data from different sources leads to
missing values in input data of an intrusion detection system (IDS).

In the case study the anomaly detection task is considered. In it classifi-
cation of user’s activity is produced on the basis of network-based data (see
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Fig. 1). Along with the dataset of examples of the security status “Normal”
the dataset of class “Abnormal” is considered. The dataset presenting cases
of the class “Abnormal” comprises the examples of four attack types : Probing,
Remote to local (R2L); Denial of service (DOS ) and User to root (U2R). The
examples of attacks of each type selected for the case study are SYN-scan,
FTP-crack attack, SYN flood, and PipeUpAdmin ([4, 17, 28, 29]).

Let us briefly describe the data sources used for the anomaly detection
and, respectively, for the anomaly detection learning. These data sources are
produced through preprocessing of the traffic raw data, corresponding to the
network-based level. These data are presented by four data sources as follows
([8, 9]):

1. Data stream of vectors of binary sequences specifying stream of headers
of IP packets. The components of this vector are constituted by different
parameters of packet headers. Mining of such data stream is performed by
an algorithm developed by the authors specifically for such kind of data
streams. It is based on correlation and regression techniques. Respective
source-based classifier produces stream of binary decisions belonging to
{Normal, Alert} and assessing each particular connection.

2. Statistical attributes of connections (sessions of users) manifested in input
traffic. As features the duration, status, total number of connection packets
and also six additional attributes specifying other statistics of the connec-
tion are used. Source-based classifier produces binary stream of decisions
belonging to {Normal, Alert} with regard to each particular connection.

3. Statistical attributes of traffic (users’ activity) during the short time (5
sec) intervals. This data source is presented by four features specifying in-
tegral characteristics of input traffic that are total numbers of connections
and services of different types during 5 sec. Source-based classifier oper-
ating with these data also produces stream of binary decisions belonging
to {Normal, Alert} with regard to connections occurred within particular
sliding windows of 5 sec time interval.

4. Statistical attributes of traffic (users’ activity) for long time intervals. In
this data source, the same statistics as for short time interval are used as
the features. The length of time interval is varied and corresponds to 100
connections.

The training and testing samples for each of above four types were pro-
duced on the basis of processing of Tcpdump/ Windump data (see Fig. 1)2.
TCPtrace utility was used for this purpose as well as several other programs.

Thus, the strategy of anomaly detection is organized in two steps. First,
source-based classifiers asynchronously produce binary decisions taking values
from the set {Normal, Alert}. These decisions constitute a binary vector of

2 This preprocessing was carried out by Ph.D. student of SPIIRAS M. Stepashkin
under supervision of Prof. I. Kotenko.
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features processed at the upper level, whose purpose is to combine these de-
cisions and produce the final one. This strategy corresponds to a well known
meta-classification approach [19].

Meta-classification procedure possesses certain peculiarities caused by the
fact that IDS is a real-time system, and source-based classifiers produce their
decisions asynchronously, because each source-based classifier produces its
decision at the time when it receives all the data needed for making decisions,
which is irregular process. Figure 2 demonstrates this property graphically.

Events initiating performance of meta-classification

Connections, BCconn

Aggregation for 5 sec., BCaggreg5sec

Aggregation for N connections. BCaggregNconn

2t

1t 2t

2t

1t

1t

Fig. 2. Explanation of the model of meta-data used for training of meta-classifier
and decision making within interval [t1, t2]. Vertical lines correspond to the times of
arrival of new decisions of source-based classifiers that correspond to the times of
producing decisions by meta-classifier

Let us call a decision newly produced by a source-based classifier an in-
put event for meta-classifier and represent it as <Decision of source-based
classifier X, Time>. At a certain time some base classifiers have already
produced decisions though other ones have not. To combine such decisions,
meta–classifier can act in two modes: (1) to wait when all base classifiers
produce the decisions and then combine them, and (2) update the combined
decision at the time of a new input event arrival. Let us omit here a thorough
analysis of both approaches, although this aspect is very interesting, and only
explain and justify shortly the second variant selected in this work.

For this variant, there exists a risk that some of the decisions previously
produced by the source-based classifiers are already not relevant to the sit-
uation (“too archaic”). To take this fact into account, for each base classi-
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fier (data source) we introduce a so called life time of decisions produced
by it. “Life times” are various for different sources, and their particular val-
ues are elicited from experts. If time interval elapsed from the moment of
a decision producing exceeds its life time then in the meta-data the value
corresponding to this decision is reckoned as missing. Therefore, in this case
meta-classification is performed on the basis of data with missing values.

Thus, temporal and asynchronous nature of data sources leads to the data
mining and decision making formal model with missing values.

The intrusion detection-based case study described above is used below for
exploration of the properties and peculiarities of the developed lattice-based
approach to data mining with missing values destined for rule extraction.
Detailed specification of training and testing samples generated from input
traffic containing both legitimate and illegitimate users’ activity is done in
Sect. 5.

4 Mining Rules from Data with Missing Values

The main ideas of the developed approach to mining data with missing values
are as follows:

(1) To avoid imputation of missing values both in training and testing samples
and also in classification of unseen data with missing values;

(2) Instead of missing value imputation, to assess the upper and low bounds
of the sets of rules that can be extracted from the training dataset under
all possible assignments of missing values in it; and

(3) To compute the above upper and low bounds by use of rigorous rule
extraction techniques.

To better explain the ideas of the developed approach to extraction of rules
from data with missing values, let us first outline general ideas of most existing
mining techniques dealing with complete datasets. Although in this work we
use GK2 algorithm developed by the authors [10, 11], for our purposes it is
important to briefly remind about well known AQ basic algorithm, because
GK2 differs from it only in algorithmic implementation of AQ basic step
numbered below as step 3. It should be noted that AQ is the earliest proposed
method of such kind [15], and up to now it remains a basic one for many other
learning algorithms and systems (rough set-based [18], [27], RIPPER [3], CN2
[2], etc.). The last version of this method, AQ20, was implemented recently.

4.1 AQ Method

AQ method ([15]) aims at induction of rules in the form “if <condition>
then <class>”, where <condition> is a conjunction of attributes (“attribute
test”). Several rules can also be represented as disjunction of rules. A conjunct
is said to cover an example if it takes value “true” for this example.
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The basic AQ induces rules for each class step by step. Simple description
of this algorithm is as follows [15]:

1. Divide all examples into subsets PE of positive and NE of negative ex-
amples;

2. Choose randomly or by design one example from PE and call it the seed ;
3. Find a set of maximally general rules (MGR) characterizing the seed. The

generalization limit is defined by the set NE : a resulted description of the
seed is not allowed to cover any example from NE . The obtained set of
rules is called a star ;

4. According to a criterion select the best rules in the star ;
5. If these rules jointly with the previously found rules cover all examples

from PE then stop. Otherwise, find another seed among the uncovered
examples in PE and go to 2.

Step 3 is performed by a special procedure called star generation procedure
that is the central one in AQ and many other algorithms. The rule preference
criterion is chosen according to the task at hand, and in many cases it combines
several simple criteria, however, the rule coverage factor (the ratio of covered
examples of the set PE) usually is the first among them.

4.2 Extraction Rules from Propositional Data
with Missing Values: The Main Theorem

Let us assume that training dataset is presented in binary scale and assigned
one of three values: “0”, “1” and “∗” interpreted as “false”, “true” and “un-
known” (missing) respectively. Also assume that the column corresponding to
the class label does not contain missing values.

Briefly the idea of dealing with missing values without their imputation is
as follows. Assume that the selected seed does not contain missing values, and
the set of counterexamples, NE , does not contain cases equal to the selected
seed. If we completely assigned missing values of training dataset in arbitrary
way, we would be able to extract maximally general rules via a conventional
technique, for example, through the AQ algorithm. Different variants of such
assignments would lead to different sets of rules extracted. Let us denote the
set of extracted rules for an arbitrary assignment of missing values as R∗.

It was found out that for each seed there exist two sets of maximally
general rules serving as exact low and upper bounds for all possible sets
of rules corresponding to any arbitrary assignments of missing values. They
correspond to two special assignments of missing values in training dataset.
Given seed, these bounds meet the following deducibility relations:

Rlow ⊆ R∗ ⊆ Rupper (1)

where Rlow–the exact low bound of all the sets of MGR; Rupper – the exact
upper bound of all the sets of MGR, and R∗–the set of MGR corresponding
to an arbitrary assignment of the missing values.
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Informally, it could be said that Rupper bound corresponds to the “opti-
mistic” assignment of the missing values, whereas Rlow corresponds to the
“pessimistic” one. Let us explain conceptually how “optimistic” and “pes-
simistic” assignments can be built and then justify the above assignments
design formally.

Let us denote an arbitrary example of the training dataset as t(i), where
i is the index of this example in dataset table. Let k be the index of the
seed (index of chosen positive example), I+

k be the set of indexes assigned
to attributes of seed. While searching for MGR corresponding to the chosen
seed t(k), we ignore all the columns of training dataset, whose indexes do not
belong to the set I+

k . After such reduction of the training dataset other positive
examples and all negative examples can contain missing values for attributes
with indexes from the set I+

k . Let us denote the index set of missing values in
particular negative example t(l) by I−l,k, the index set of undefined attributes
in particular positive example t(r), r �= k, by I+

r,k. Let us further consider two
variants of assignment of missing values of attributes with indexes i ∈ I−l,k
(for negative examples) and with indexes i ∈ I+

r,k
3 (for positive examples):

tli = ¬tki , i ∈ I−l,k, l ∈ NE , (2)

tri = tki , i ∈ I+
r,k, r ∈ PE , (3)

and

tli = tki , i ∈ I−l,k , l ∈ NE , (4)

tri = ¬tki , i ∈ I+
r,k, r ∈ PE . (5)

The first assignment, (2)–(3), is such that it maximally “increases” the
distinctions between the seed and negative examples, and maximally “in-
creases” the similarities between the seed and other positive examples. On
the contrary, the second one, (4)–(5), maximally “increases” the similarities
between the seed and negative examples, and maximally “increases” the dis-
tinctions between the seed and other positive examples. Intuitively, the first
assignment is called optimistic because it cannot decrease both the generaliza-
tion level of the MGR generated from complete dataset and the values of the
coverage factors of such MGR. In the second assignment that is called “pes-
simistic” both the generality of MGR generated from the complete dataset
and values of their coverage factors cannot increase. The Theorem 1 given be-
low formulates formally the above facts introduced conceptually and indicates
how to find the upper and low bounds of MGR.
3 Informally, I−

l,k comprises the subset of indexes of missing values in the negative

example t(l), which are assigned in seed t(k).Analogously, I+
r,k comprises the sub-

set of indexes of missing values in the positive example t(r), which are assigned
in seed t(k).
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Theorem 1. Let us assume that seed t(k) does not contain missing values.
Let R∗ be the set of all maximally general rules for an arbitrary assignments
of missing values in the negative and positive examples, whose indexes i ∈ I−l,k,
NE, and i ∈ I+

r,k, r ∈ PE respectively; be the set of all maximally general
rules corresponding to the assignments of missing values in the positive and
negative examples (2)–(3), and Rlow be the set of all maximally general rules
corresponding to the assignments of missing values (4)–(5).

Then Rlow ⊆ R∗ ⊆ Rupper
4.

This Theorem provides general framework for mining data with missing
value. In other words, it restricts the search through explicit indication of
the set of rules within which the maximally general rules should be found.
Unfortunately it says nothing about how, based on the above upper and low
bounds, to select the set of rules in a particular application. In general case,
the rule set under search results from analysis of particular rule properties,
appropriate organization of the testing procedure and use of requirements to
the classification mechanism properties. The main of these aspects will be
analyzed below as applied to the case study introduced in Sect. 3.

To demonstrate the Theorem 1 numerically let us first explain briefly an
algorithm of rule extraction that is used for this purpose below.

4.3 GK2 Algorithm for Extraction Rules

Rule induction algorithm GK2 [10, 11] operates with relational Boolean data.
For demonstration of this algorithm, the data sample presented in Table 1 is
used.

 C4.5 C5 C5 Boost Genetically 
Induced
Decision
Trees

SVM(RBF) MultiVeDec 
without 
Problem Ad-
aptation 

MultiVeDec 

av 76.7 44.5 81.4 48.6 83.7 50.0 90.7 71.4 83.7 55.7 93.0 78.7 90.0 71.4 
breastcancer 96.4 94.4 95.3 95.0 96.6 96.7 96.6 95.5 96.5 97.1 96.6 95.1 96.9 97.8 
heartdisease 74.3 74.4 79.2 80.7 82.2 81.1 78.2 80.2 39.6 42.7 78.2 78.3 83.1 82.8 
Hepatitis 80.8 58.7 82.7 59.8 82.7 59.8 86.5 62.1 76.9 62.5 88.5 75.2 88.5 75.2 
mracid 94.1 75.0 100.0 100.0 100.0 100. 0 94.1 75.0 94.1 75.0 100.0 100.0 100.0 100.0 
Lipids 60.0 58.6 66.2 67.6 71.2 64.9 76.3 67.6 25.0 58.9 75.0 73.3 75.0 73.3 
Mvp 91.5 65.5 91.5 65.5 92.3 70.0 91.5 65.5 36.1 38.2 93.8 84.3 93.8 84.3 

 accuracy on test set  average class accuracy on test set  

The following notations are used hereinafter: Im={1,. . . ,m} – index set
of attributes (see Table 1); Ik ⊂ Im – a subset of attribute indexes; PE,
NE – the sets of indexes of positive and negative examples respectively; t(k)
–k-th example (row of the relational data table) of training dataset; X =
{x1, . . . , xm} – the set of propositions corresponding to the data attributes.
4 This Theorem is proved rigorously but here this proof is omitted for brevity.



246 V. Gorodetsky et al.

Each of them can be used with negation (x̄i) or without it (xi); in both cases it
is called “literal”. A literal is denoted as x̃i and it can take value xi or x̄i; ΦX

{x1, . . . , xm} – the entire set of formulae that can be built over the proposition
set {x1, . . . , xm} by use of connectives & (conjunction), ∨ (disjunction) and
negation.

A premise <condition> of a rule, which GK2 induces in the form “if
<condition> then <predicted class>”, is a conjunction of the literals consti-
tuted by a subset of attributes. Formally, any rule Rj is specified as follows:

Rj = Fj ⊃ Q,Fj = &i∈Ik
x̃i , (6)

where Rj stands for rule indexed by j, Fj = &i∈Ij
x̃i is a rule premise, Ij is a

subset of attribute indexes, Q is a class label, and⊃ denotes logical implication
connective. Further it is default assumed that each rule to be extracted has
to be consistent that is a rule premise Fj can take “true” value only over the
positive training examples PE . This also means that there is no pair of equal
examples belonging to both PE and NE sets of the training sample.

If formula Fj ⊃ Q (we speak about the formula as the whole but not about
its premise) takes value “true” over all positive and negative examples of
training dataset then it is called “consistent” with training dataset. However,
if the formula is consistent with training dataset but its premise Fj covers no
positive examples of class Q then it cannot be “interesting”.

The purpose of GK2 is, given the seed, to search for MGR. In particular
applications certain additional constraints (constraint on maximal length of
rules, minimal value of coverage factor, etc.) can additionally be imposed.

Additional notations used below are as follows: Φ – the set of formulae Fj

present in (6) (potential premises of rules Rj = Fj ⊃ Q), Φ ⊂ ΦX ; U ⊆ Φ –
a subset of Fj ∈ Φ with positive coverage factor over examples of class Q5; Z
⊆ U – the set of all premises of consistent formulae Fj ⊃ Q having positive
values of the coverage factor; Z+ ⊆Z – the set of premises of the set of the
MGR. corresponding to the given seed Let us note that formulae sets Z+ ⊆
Z ⊆ U ⊆ Φ introduced are the sets of premises of rules if the seed belongs
to the class Q. In the same way the set of premises Z− of the MGR can be
introduced for the seeds of the class Q̄.

Let us introduce a definition of the partial order relation between premises
Fj of rules Rj ⊂ Z .

Definition 1. Let Fj ∈ Z and Fr ∈ Z. We say that Fj≺̄Fr (“formula Fj is
less than or equal to Fr”) if and only if Ij ⊆ Ir, and all common literals of
these formulae have the same “sign” (i.e. each pair of common propositions
both are either negative or positive).

In other words, formulae Fj and Fr are such, that the former comprises
a subset of literals of the latter and their common literals are of the same
5 Let us note that formulae of the set U can be inconsistent.
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“sign”. Thus, formula Fj is “shorter” and this is why “more general” than
formula Fr. It can be proved that this order imposes a lattice structure over all
formulae Fj ∈ Z , hence, Z = 〈Z, ≺〉 is a lattice ([1]). According to the lattice
properties, the lattice Z contains the subset of so-called “minimal” (shortest)
formulae Z+, and this subset is such that Z+ is deductively equivalent6 to
the complete formulae set Z . It should be reminded that the formulae set Z+

comprises all the shortest (“minimal”) premises of rules under search. Thus,
the task of search for MGR is equal to the search for rules belonging to the
subset Z+. GK2 is destined to search for the subset Z+.

Conceptually, the main course of GK2 can be as follows: (1) to search for
the set U , (2) to search for its subset Z , and, finally, (3) to isolate the subset
Z+ from the set Z . The subset Z+ corresponds to the complete set of MGR.

Let us consider the theoretical basis of GK2 algorithm implementing step
3.2 of the AQ algorithm presented in Subsect. 4.2.

Let the seed t(k) ∈ PE correspond to the k-th line of the training dataset
T . Its formal specification in propositional logic looks as follows:

Fk = &i∈Ik
x̃i = x̃k

1 x̃k
2 . . . x̃k

m
7 , (7)

where
x̃i = {xi, if t(k, i) = 1, or x̄i, if t(k, i) = 0} (8)

Formula Fk ∈ U , because its coverage factor is positive, actually its cov-
erage factor is no less than 1/|PE |, where |PE | is equal to the cardinality of
the set PE. It is also consistent according to the assumption that there is no
identical example in NE .

Each formula Fk defines a formula set Uk as follows:

Uk = {Fki ∈ U : ≺Fk} . (9)

where Fki comprises a subset of literals constituting Fk, and the set U , the
entire set of formulae having positive values of coverage factor, is as follows:

U = ∪k∈PEUk . (10)

Let us recall that the set U can contain inconsistent premises, and our
tentative purpose is to extract all consistent ones, i.e. to find the set Z of all
consistent premises of rules having positive coverage factor.

The premise (7) corresponds to one of the most specialized rules for the
class Q. Generalization corresponds to deletion of certain literals from it, and
this deletion either preserves the premise coverage factor value or increases it.
Such a deletion has also to preserve consistency of the resulting premise. The
last requirement restricts the possibility of rule generalization. Like AQ, the
idea of GK2 is to search for consistent premises of minimal length.
6 It is said that a formulae set A is deductively equivalent to the formulae set B if

and only if each formula of B is inferable from the formulae set A.
7 In (7) and hereafter the conjunction symbol is omitted for brevity.
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GK2 algorithm aims to search for the complete set of MGR Z+ without
search for the entire set of consistent rules with positive coverage factor Z ,
that leads to considerable decrease of computations. Below this procedure is
described in strictly formal way, but all its steps are explained informally by
examples.

Let us specify an arbitrary k-th positive example t(k) in terms of proposi-
tional formula like (7) indexing its literals by superscript k. The “similarity”
k-th and l-th positive examples of the training sample corresponds to the co-
incidence of the literals with the same subscripts of the formulae Fk and Fl

(both of them must be either positive or negative):

S(xk
i , xl

i) = {1, if x̃k
i = x̃l

i, and 0, otherwise.} (11)

Component-wise negation of the similarity vector sometimes is called a
distinction vector. For each pair of examples, one can compute the binary
vector of similarities.

Let us select an example t(k) ∈ PE , and call it (like in AQ algorithm,
[6]) a seed. Representation of this seed in terms of propositional formula looks
like it is given in formula (7). Let us introduce the similarity matrix S(k)
reflecting similarities between given seed t(k) specified by Fk and all negative
examples represented in the same form (7). The dimensionality of this matrix
is equal to the number of attributes in the training data table T and its
size is equal to the cardinality of the set NE. Thus, in the Table 2 matrix
S(k) indicates similarities between seed number k and negative examples in
its positions assigned “1”, and it indicates their distinctions in its positions
assigned “0”. An example of S matrix for seed t(1) and negative examples,
presented in Table 1, is given in Table 2.

The next step of GK2 is to introduce a lattice-like structure over the lines
of matrix S(k),whose use decreases the amount of further computations.

Definition 2. Let Sr,k and Sl,k be two lines of the matrix S(k). We say that
Sr,k ≥ Sl,k if and only if this inequality is held for Sr,k and Sl,k component-
wise and values “0” and “1” are considered here as integers, i.e. 1 > 0.

An example of such a partial ordering of lines of S matrix given in Table
2 in terms of Hasse diagram is depicted in Fig. 3.

1, 1,141,2

1, 1,6 1,4

1,1,1,12S : 100000 S 7 : 000100 S 13 : 000010

S : 000101S : 101010 S 3 : 100100 

S : 101011 S : 001111S 9 : 100111 

Fig. 3. Hasse diagram given over the lines of similarity matrix S(1)
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The maximal elements of the set of lines of S matrix play an important
role in the GK2 algorithm: they and only they have to be accounted for in
the further search for MGR because they accumulate the maximal similarities
(indicated as “1” in S–matrix) between seed and total batch of the negative
examples. In Fig. 3 the maximal elements are S2,1, S9,1, and S14,1.

Let Imax(k) stand for the set of maximal lines built for the seed k and
l ∈ Imax(k) – index of a maximal line. Let ID(k, l) also stand for the set
of indexes of attributes of the maximal line l assigned “0”. In other words,
each ID(k, l) comprises the list of positions of the maximal lines Sl,k, where
it differs from the seed k:

ID(k, l) = {i : i ∈ Im, Sk,l(i) = 0} . (12)

For example, the sets ID(k, l) corresponding to the maximal negative lines
in Fig. 3 are as follows:

ID(2, 1) = {2, 4}, ID(9, 1) = {2, 3}, ID(14, 1) = {1, 2} . (13)

The sets ID(k, l) indicate minimal distinctions between the seed and neg-
ative examples and therefore indicate the literals - candidates for keeping in
the premise Fk (7) to preserve consistency.

Thus, given seed, a generalization algorithm intended to search for all
MGR can be described as follows:

1. Given seed k, build a lattice of auxiliary family set
MAK(k) = 〈{As(k)},⊆〉 where all As(k) meet two conditions:
a. As(k) ∈ Im, i.e. it is a subset of the attribute indexes;
b. As(k) has nonempty intersection with each ID(k, l):

[∀l ∈ Imax(k)]{As(k) ∩ ID(k, l) �= ∅} .

2. Find the minimal sets of the lattice MA(k).
3. Map each minimal set of the lattice MA(k) the maximally generalized rule

like it is prescribed in the Theorem 2 given below.

Let us give an informal explanation of the algorithm described above. The
major property of the sets As(k) ⊆ Im constituting the lattice is MA(k) that
each of them must contain at least one attribute from every set of distinctions
ID(k, l), I ∈ Imax(K). Therefore, minimal elements of MA(k) correspond to
the sets of minimal distinctions of the seed k for all lines of the similarity
matrix S(k). Thus, the formula Fki = &j∈Ik

x̃j ∈ Uk is a shortest premise
of a consistent rule with positive value of the coverage factor if the set of
indexes Ik is one of As(k), and at that the “signs” of the respective literals in
premise Fki are the same as in formula Fk in (2). This condition guarantees the
consistency of rule Fki ⊃ Q. If such a formula is built on the basis of minimal
elements of the lattice MA(k), then it is one of the maximally general one.
This conclusion is the content of the Theorem 2:
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Theorem 2. A formula Fki = &j∈Ik
x̃j ∈ Uk is the premise of a consistent

rule with positive value of coverage factor if and only if Ik ∈ {As(k)}.

Corollary 1. A formula Fki = &j∈Ik
x̃j ∈ Uk is the premise of a maximally

general rule if and only if Ik ∈ {As(k)} and As(K) is a minimal element of
the lattice MA(k).

It is worth noting that there is no need to compute the complete family
set {As(k)}. It is actually possible to compute directly its minimal elements
on the basis of an algorithm of minimal binary cover (see, for example, [16]).
One of such algorithms was developed by the authors of this paper and used
in the GK2 software implementation.

Thus, a brief description of the GK2 algorithm for extraction rules from
binary data is as follows:

1. (Same as in AQ) Divide training data sample into subsets PE of positive
examples and NE of negative examples;

2. (Same as in AQ) Select a seed, t(k) ∈PE.
3.1. Compute S(k) matrix according to (11).
3.2. Compute the set of indexes Imax(k) = {Sl,k} of maximal negative lines

of the S(k) matrix.
3.3. Compute the index sets ID(k, l) using (12).
3.4. Find minimal elements of the lattice MA(k).
3.5. Generate the premises of MGR as indicated in Theorem 2.

The further steps of GK2 are the same as for AQ algorithm.

Numerical Example

Let us continue the example of search for MGR based on sample given in Table
1. The results corresponding to the step 3.3 are given in (13). The next step,
3.4, has to generate the family set {As(K)} in order to build the lattice MA(k)
and to find its minimal elements. Although in the implemented software we
use for this purpose an original algorithm of minimal binary covers, in example
at hand {As(K)} can just be built manually:

{As(K)} = {{2}, {1, 2}, {2, 4}, {2, 3}, {1, 3, 4}, {2, 3, 4}, {1, 2, 3, 4}} .

Hasse diagram of the lattice MA(1 ) structured according to the theoretic-set
inclusion is given in Fig. 4. The minimal elements of the lattice MA(1 ) are
{2} and {1, 3, 4}.

The next step 3.5 is to generate maximally general rules on the basis of
minimal elements of the lattice MA(1 )) that results in the following:

R1 = x̄2 ⊃ Q,R2 = x̄1x3x4 ⊃ Q .
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1, 2

1, 2, 3, 4

2, 3, 4 1, 3, 4 

2

2, 3 2, 4 

Fig. 4. Hasse diagram of the lattice MA(1 ) = <{{2},{1,2},{2,4},{2,3}, {1,3,4},
{2,3,4}, {1,2,3,4}}, ⊆>

Let us notice that propositions x1 and x2 appear in rules R2 and R1 with
negation because both of them have such “sign” in the formula F1 built for
the seed t(1) (see Table 1).

The values of the coverage factors for these rules are as follows:

S(x2, Q) = 0.4, S(x̄1x3x4, Q) = 0.4 .

4.4 Mining Rules from Data with Missing Values: An Example

Let the training sample with missing values be as given in Table 3. This
dataset corresponds to the same data as in Table 1 but some attributes in
the former are missing. The percentage of the missing data is about 25%. To
perform a comparison of MGR that can be extracted from such a sample with
the MGR extracted from completely defined sample, let us solve the task of
extraction rules from data with missing values for the same seed, i.e. for the
seed t(1).

The Theorem 2 assumes that seed does not contain missing values, there-
fore the first what is necessary to do is to delete from the training data the
columns corresponding to the attributes, whose values are missing in the cho-
sen seed, i.e. to delete columns corresponding to the attributes x2and x5,
therefore I+

1 ={1, 3, 4, 6}. The columns to be deleted are given in Table 3 in
grey color. Thus, the training dataset must be such as presented in Table 3
without columns indexed by the subscripts second and fifth.

According to the Theorem 2, to search for the set of MGR rules Rupper, it
is necessary to assign the missing values to the positive and negative examples
as made in Table 4. Respectively, to search for the MGR rules of the set Rlow,
it is necessary to assign the missing values as shown in Table 5. Below both
tasks (search for Rupper and search for Rlow) are being solved in parallel.

The following computations correspond to the steps 3.1–3.5 of the GK2
algorithm:

Step 3.1 This step consists in computations of similarity matrices S(1) for
data given in Table 4 and in Table 5. The results are given in Table 6 and
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Table 3. Boolean training data with missing values 

t(i) i
1t i

2t i
3t i

4t i
5t i

6t Class Q 
t(1) 0 * 1 1 * 0 1
t(2) * 1 1 0 1 * 0
t(3) 0 1 0 1 0 * 0
t(4) 1 1 0 * 0 0 0
t(5) 0 * * 1 1 0 1
t(6) * * 1 0 1 1 0
t(7) * 1 0 1 0 * 0
t(8) 1 0 1 * 1 * 1
t(9) 0 1 0 * 1 0 0
t(10) 1 1 0 0 * 0 1
t(11) 1 * 1 1 0 1 1
t(12) * 1 * 0 0 1 0
t(13) * 1 0 0 1 1 0
t(14) 1 * 1 1 1 0 0

low

i
1t i

3t i
4t i

6t

upperR

i
1t i

3t i
4t i

6t

Table 4. Training data used for 
extraction of the set

t(i)

Table 5. Training data used for ex-
traction of the set R

t(i)
Class

Q
t(1) 0 1 1 0 1
t(2) 0 1 0 0 0
t(3) 0 0 1 0 0
t(4) 1 0 1 0 0
t(5) 0 0 1 0 1
t(6) 0 1 0 1 0
t(7) 0 0 1 0 0
t(8) 1 1 0 1 1

Class
Q

t(1) 0 1 1 0 1
t(2) 1 1 0 1 0
t(3) 0 0 1 1 0
t(4) 1 0 0 0 0
t(5) 0 1 1 0 1
t(6) 1 1 0 1 0
t(7) 1 0 1 1 0

1 1 1 0 1
t(9) 0 0 0 0 0

t(10) 1 0 0 0 1
t(11) 1 1 1 1 1
t(12) 1 0 0 1 0
t(13) 1 0 0 1 0
t(14) 1 1 1 0 0

t(8)
t(9) 0 0 1 0 0

t(10) 1 0 0 0 1
t(11) 1 1 1 1 1
t(12) 0 1 0 1 0
t(13) 0 0 0 1 0
t(14) 1 1 1 0 0

Table 7 respectively. Let us denote these matrices as Supper(1) and Slow(1)
respectively.

Steps 3.2. According to this step, it is necessary to order the negative lines of
the matrices Supper(1) and Slow(1) (see Fig. 5 and Fig. 6 respectively) and to
find the maximal elements Iupper

max and I low
max for both of them. The results are

as follows:
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upper

i
1t

i
3t

i
4t

i
6t i

1t
i
3t

i
4t

i
6t

Table 7. S(1) matrix used to search 

for the set MA low

t(i)
Class

Q

t(1) 1 1 1 1 1

t(2) 0 1 0 1 0

t(3) 1 0 1 1 0

t(4) 0 0 1 1 0

t(5) 1 0 1 1 1

t(6) 1 1 0 0 0

t(7) 1 0 1 1 0

t(8) 0 1 0 0 1

t(9) 1 0 1 1 0

t(10) 0 0 0 1 1

t(11) 0 1 1 0 1

t(12) 1 1 0 0 0

t(13) 1 0 0 0 0

Table 6. S(1) matrix used to 
search for the set MA

t(i)
Class

Q

t(1) 1 1 1 1 1

t(2) 0 1 0 0 0

t(3) 1 0 1 0 0

t(4) 0 0 0 1 0

t(5) 1 1 1 1 1

t(6) 0 1 0 0 0

t(7) 0 0 1 0 0

t(8) 0 1 1 1 1

t(9) 1 0 0 1 0

t(10) 0 0 0 1 1

t(11) 0 1 1 0 1

t(12) 0 0 0 0 0

t(13) 0 0 0 0 0

Iupper
max = {3, 9, 14} = {1101, 1001, 0111} ,

I low
max = {2, 3, 14} = {1101, 1011, 0111}.

Step 3.3. Computation of the index sets of distinctions for both cases. This
step results in the following:

Iupper
D (1, 3) = {3, 6}, Iupper

D (1, 9) = {3, 4}, Iupper
D (1, 14) = {1} ;

I low
D (1, 2) = {4}, I low

D (1, 3) = {3}, I low
D (1, 14) = {1} .

Step 3.4. Building the lattices MAupper(1) and MAlow(1) and determining its
minimal elements. For brevity, we present the final result of this step, i.e. the
sets MAupper

min (1) and MAlow
min(1) of minimal elements of the above partially

ordered sets:

MAupper
min (1) = {{1, 3, 4}, {1, 3, 6}};MAlow

min(1) = {{1, 3, 4}}

Step 3.5. The resulting sets of maximally general rules (upper and low bounds)
are as follows:

Rupper = {x̄1x3x4 ⊃ Q, x̄1x4x̄6 ⊃ Q} ;
Rlow = {x̄1x3x4 ⊃ Q} .
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1,4

1,12 1,13

1, 1,6

1,91,3

1,

1,S 14 : 0111

S 7 : 0010 

S : 1010 S : 1001

S 2 ,S : 0100

S , S : 0000

S : 0001

Fig. 5. Hasse diagram of the partially ordered set of the negative lines of similarity
matrix Supper(1)

1,3 1,7 1,9

1,4

1,14

1,13

1,6 1,12

1,2S : 1101

S , S : 1100

S : 1000

S : 0111

S : 0001

S , S , S : 1011

Fig. 6. Hasse diagram of the partially ordered set of the negative lines of similarity
matrix Slow(1)

Let us discuss the results of the example. It is obvious that Rlow ⊂ Rupper.
The coverage factors of the rules from the set Rupper are

S(x̄1x3x4, Q) = 0.4, S(x̄1x4x̄6, Q) = 0.6 ,

and the same for the rule from the set Rlow is

S(x̄1x3x4, Q) = 0.2 .

Let us compare the sets of maximally general rules computed for complete
data, R∗ = x̄2 ⊃ Q, x̄1x3x4 ⊃ Q with Rupper and Rlow sets of rules. The
rule x̄1x3x4 ⊃ Q is included in all sets, but the rule x̄2 ⊃ Q ∈ Z+ does not
appear in both Rupper and Rlow . This fact does not contradict the Theorem
2, because in the last example the deducibility relation presented in formula
(1) is held.

While comparing the values of the coverage factors, one can see that
S(x̄1x3x4, v) = 0.4 preserves the same value for rules from R∗ and Rupper, but
both of them are greater than the coverage factor of the same rule belonging
to the set Rlow. All these conclusions are compatible with the Theorem 2.
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5 Classification Mechanism Design
and Experimental Results

This section demonstrates how to practically exploit the result of the
Theorem 1 for direct extraction of rules from binary data with missing values
and also presents some experimental results obtained based on the case study
described in Sect. 2, i.e. intrusion detection case study.

5.1 Training and Testing Datasets

The training and testing datasets were computed through preprocessing the
real-life Tcpdump/Windump data containing Normal and Abnormal users’
activity. For preprocessing purpose TCPtrace utility as well as several other
programs were used. Through preprocessing of data traffic level four datasets
were computed. General description of the structure of the training and testing
datasets was given in Sect. 3 although in the experiments whose results are
presented below these datasets were simplified.

It was assumed that detection of intrusions is performed according to two-
level classification structure. At the first level four source-based classifiers
produce decisions based on “local” data. The output of each local classifier
(they are also called base-classifiers) is represented as a binary time-stamped
stream of decisions taking values from the set (Normal, Alert). These four
asynchronous streams of decisions extended by three additional attributes
indicating the name of data sources form the input of the classifier of the
second level, meta-classifier, whose task is to on-line combine asynchronous
streams of decisions produced by the base classifiers. Meta–classifier produces
its decisions at the time when it receives a new decision (“event”) from any
base classifier. Due to asynchronous nature of the base classifiers decision
making and finite “life time” of decisions produced, some previous inputs of
meta–classifier to the time when the latter has to update classification can
become out of date. If so then at that time the respective inputs of meta–
classifier are considered as missing. The nature of missingness was explained
in Sect. 3 (see also Fig. 2).

We omit here descriptions of the base classifiers training and testing algo-
rithms, the results of rule mining and mechanisms of base-classifiers’ decision
making, since these subjects are beyond the paper scope. For our purpose it
is sufficient to describe the inputs of meta–classifier, meta–data with missing
values, specified in terms of streams of binary attributes. Since the primary
goal of the experiments is to explore the proposed idea of direct mining of
data with missing values, and not to design an effective intrusion detection
system, we simplified the mechanism that accounts for the data ageing re-
sulting in missingness of values. The idea behind this is to compare the sets
of rules and classification qualities for two statements of the same task. The
first task is to mine a complete dataset (if to ignore the finite values of “life
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time”), generate classification rules and classification mechanism and to eval-
uate the quality of the resulting classification. The second task is similar but
in it training and testing datasets were generated from the former datasets
with the use of random missing data mechanism resulting in 20% of missing
values. In the resulting datasets the number of missing values within particu-
lar examples varies from one to three and there exist about 20% of examples
without missing values.

The resulting training datasets (both complete and with missing values)
contain 128 examples; 14 of them correspond to the class “Normal” users’
activity and 114 correspond to the class “Abnormal”. The testing meta–data
contain entirely different examples and consist of 11 examples of the class
“Normal” and 233 examples of the class “Abnormal”. Both tasks, with and
without missing values are solved in parallel what allows to assess the devel-
oped direct mining algorithm. Hereinafter for brevity, the following notations
of meta–classifier input data attributes are used:

BK ConnPacket ≡ X1; BK ConnAggreg ≡ X2; BK Aggreg5sec ≡ X3;
BK Aggreg100con ≡ X4; InitConn ≡ X5; Init5sec ≡ X6; Init100conn ≡
X7.

5.2 Algorithm for Direct Mining
of Rules from Data with Missing Values

The procedure of direct mining of rules from data with missing values devel-
oped based on the Theorem 1 consists in the following steps:

1. Assign the missing values of the training dataset “pessimistically” and mine
the rules of the set Rlow using an algorithm (we used for this purpose the
GK2 algorithm) for classes Q and Q̄. Denote the resulting rule sets as
Rlow(Q) and Rlow(Q̄) respectively.

2. Assign the missing values of the training dataset “optimistically” and mine
the rules of the set Rupper for classes Q and Q̄. Denote the resulting rules’
sets as Rupper(Q) and Rupper(Q̄) respectively.
Note. In the experiments the length of rule premises was restricted by 3
literals.

3. Assess the quality of the extracted rules of the sets Rupper(Q), Rupper(Q̄)
using certain criteria through testing procedure.
Notes. (1) We do write about separate testing of the rules from the sets
Rlow(Q) and Rlow(Q̄) due to deducibility relations Rlow(Q) ⊆ Rupper(Q)
and Rlow(Q̄) ⊆ Rupper(Q̄) following from the Theorem 1. (2) As the crite-
ria of each rule quality we used a value of the coverage factor (in percent-
age with regard to the number of the positive examples in training dataset)
and percentage of false positives. (3) In most cases the rules from the sets
Rlow(Q) and Rlow(Q̄) possess more or less good quality.
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4. Based on evaluation criteria, select the best rules from the sets for a use
in classification mechanism that jointly provide a reasonable tradeoff be-
tween the total number of the selected rules and quality.
Note. The selection procedure is carried out by experts, and the selec-
tion is based on application dependent requirements to the probabilities
of correct classification, false positives (false alarms) and false negatives
(missing of attack).

5. Design classification mechanism and assess its performance quality.
6. If necessary, repeat some steps of the above algorithm to add new rules

from the previously generated sets and/or generate additional rules.

5.3 Experimental Results

Let us describe experimental results in step by step fashion according to the
above algorithm with comments at some of the steps. This description also
aims to give more detailed explanations concerning the proposed algorithm
for direct mining of data with missing values and to dwell upon some technical
details of the algorithm implementation.

Steps 1 and 2 generate rules of the sets Rlow(Q), Rupper(Q) Rlow(Q̄), and
Rupper(Q̄). Rule extraction procedure was restricted by search for rules, whose
premises contain no more than three literals. Under this condition the total
number of extracted rules for “optimistic” assignment of missing values is
equal to 58 at that 35 of them belong to the rule set Rupper(Q) (two of them
also belong to Rlow(Q)), and 23 – to Rupper(Q̄) ∪ Rlow(Q̄) at that Rlow(Q̄)
contains eight rules not belonging to Rupper(Q̄) but deducible from it.

Figure 7 demonstrates the sets of rules Rlow(Q̄) and Rupper(Q̄), and the
rules of the set RC(Q̄) extracted from the same training data though having
no missing values. In this figure, the rules of the sets Rlow(Q̄), RC(Q̄) and
Rupper(Q̄) are marked with symbols “L” (“Low”), “C” (“Complete”) and “U”
(“Upper”) respectively. It could be seen that the rules RS10, RS21, RS22, RS23

are deducible from any of the rules RS7, RS8 or RS15; the rules RS4, RS5

and RS6 are deducible from the rule RS17, and the rule RS24 is deducible
from any of the rules RS1, RS2, or RS17. Let also note that the rules of the
set RC(Q̄) either belong to or are deducible from the set of rules Rupper(Q̄).
Therefore deducibility relation Rlow(Q̄) ⊆ RC(Q̄) ⊆ Rupper(Q̄) is held.

The finally selected rules’ sets R(Q) and R(Q̄), mapped by their rela-
tive coverage factors and false positives are presented in Table 8. Among the
selected rules fourteen belong to the set R(Q) ⊆ Rupper(Q) and eight – to
R(Q̄) ⊆ Rupper(Q̄). The rules selected from the set Rupper(Q̄) are highlighted
grey in Fig. 8.

These rules were used to construct a classification mechanism, and it was
constructed as a weighted voting algorithm where each rule of the set R(Q)
was weighted proportionally to the difference between relative coverage and
relative false positives and then normalized to 1. The same weighting proce-
dure was applied to the rules of the set R(Q̄).



258 V. Gorodetsky et al.

32110 XXXRS

L C

6513 XXRS

U,C

638 XXRS

U C

3215 XXRS

U

737 XXRS

U, C

7512 XXRS

L, U, C

539 XXRS
U, C

2117 XXRS

U

421 XXRS
U, C

412 XXRS
U, C

63222 XXXRS

L

73221 XXXRS

L

L, C

73123 XXXRS

L

3215 XXXRS

7216 XXXRS

L C

6214 XXXRS
L, C

5213 XXXRS
C

75219 XXXRS

U

32111 XXXRS
C, U 

74216 XXXRS
U

74118 XXXRS

U

75320 XXXRS

U

75114 XXXRS

U

42124 XXXRS

L

Fig. 7. The rules of the sets Rlow(Q̄), RC(Q̄), and Rupper(Q̄). The rules selected
for use in classification mechanism are given in grey
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Fig. 8. Explanation of the choice of a threshold d′ in classification mechanism (16)
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Table 8. Qualities of the rules selected for a use in decision making mechanism

Rules for class
Q (Normal)

R3 R4 R5 R7
R

10

R

12

R

15

R

19

R

20

R

22

R

24

Coverage % 18 9 18 36 18 18 18 18 27 27 27

Refusals % 27 64 55 45 27 45 54 36 36 54 54

False positives 55 27 27 18 54 36, 27 45 36 18 18
%

Coverage % 67 47 49 50 61 49 48 57 67 52 46

Refusals % 33 53 51 50 37 49 51 41 31 46 53

False negatives
%

0 0 0 0 0,4 0,4 0 1,3 0,9 0,9 0

R
25

R
29

R
38

Rules of class

(Abnormal)

RS
7

RS
8

RS
9

RS
12

RS
13

RS
15

RS
16

RS
17

18 9 18 Coverage % 63 63 54 63 72 45 45 54

54 45 36 Refusals % 36 36 45 36 27 54 36 45

27 45 45 False positives 0 0 0 0 0 18 0

48 52 47 Coverage % 19 21 27 27 30 22 33

51 47 52 Refusals % 39 41 39 36 36 41 48 33

0 0 0 51 39 39 35 36, 28 28 33False negatives %

%

Q

0

9,4

5.4 Classification Mechanisms

Three classification mechanisms were tested. The first of them was built based
upon the weighted rules set R(Q):

Q̃ =

{
Q, if W (X) ≥ 0 ,

Q̄ otherwise ,
(14)

where W =
∑|R(Q)|

i=1 aiv[Ri(Q)], ai–weights of the rule Ri(Q) ∈ R(Q), |R(Q)|–
cardinality of the rule set R(Q), and v[Ri(Q)]– truth value of the premise of
the rule Ri(Q).

The second mechanism is analogous to the first one but built on the basis
of the weighted rules set R(Q̄):

Q̃ =

{
Q̄, if W (X) ≥ 0 ,

Q otherwise ,
(15)

where W =
∑|R(Q̄)|

i=1 biv[Ri(Q̄)], bi–weight of the rule Ri(Q̄) ∈ R(Q̄), |R(Q̄)|–
cardinality of the rule set R(Q̄), and v[Ri(Q̄)]–truth value of the premise of
the rule Ri(Q̄).

The third classification mechanism exploits both R(Q) and R(Q̄) sets of
rules. Since the cardinalities of these sets are different, it is necessary to pre-
viously normalize them to provide the equal values of the sums of the weights
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of rules ai and bi:
∑|R(Q)|

i=1
a′

i =
∑|R(Q̄)|

i=1
b′i = 1 ,

that can be easily achieved by respective normalization of the previously com-
puted weights ai and bi.

Thus, the third classification mechanism is as follows:

Q̃ =
{

Q, if D(X) ≥ d̄ ,
Q otherwise

(16)

where D =
∑|R(Q)|

i=1 a′
iv[Ri(Q)]−

∑|R(Q̄)|
i=1 b′iv[Ri(Q̄)], d̄ – experimentally chosen

threshold. Figure 8 demonstrates how the value of d̄ was chosen. (in our case
the chosen value is equal to 0,05).

The results of the testing of three above mentioned mechanisms are de-
picted in Fig. 8 and Fig. 9. In Fig. 8 two curves are depicted; the right one
presents the estimation of the probability density for the value of d built for
the cases when an input example of the classification mechanism (16) belongs
to the class Q (“Normal”), whereas the left one presents the estimation of the
probability density for the examples belonging to the class Q̄ (“Abnormal”).
The choice of the threshold value of d̄ depends on the application-oriented re-
quirements to the classification mechanism quality, which as a rule is selected
as a tradeoff between probabilities of correct classification, false positive and
false negative. Let us note that the square under right curve given d ≤ d̄ cor-
responds to the false negatives (in our case –false alarms) probability whereas
the square under left curve given d > d̄ corresponds to the false positives (in
our case–missing of signals) probability.

Figure 9 proves that within the case study in question classification mech-
anism (16) reveals rather good performance quality. In particular, it provides
the estimated probability of the correct classification close to 0,997 if tested
on joined testing and training samples with missing values (the right most
diagram in Fig. 9). Testing of this mechanism on joined testing and train-
ing samples without missing values results in the estimated probability of
the correct classification close to 0,99 (the second diagram at the left most).
This figure also demonstrates the results of testing classification mechanisms
(14) and (15). It can be seen that their performance qualities are worse than
performance quality of the mechanism (16).

In general, the presented experimental results allow to optimistically eval-
uate the developed approach to direct mining of rules from the dataset with
missing values.

6 Conclusion

The paper develops an approach to and technique for the lattice based direct
mining of binary data with missing values aimed at extraction of classification
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Fig. 9. The testing results demonstrating performance quality of three classification
mechanisms. Vertical axis corresponds to the estimations of the probabilities of
correct classification for four different testing samples

rules with premises represented in a conjunctive form. The proposed approach
does not assume an imputation of missing values. The idea is to generate two
sets of rules, which serve as the upper and low bounds for any other sets of
rules corresponding to all possible assignments of missing values, and then,
based on these upper and low bounds of the rules’ sets, on testing procedure
and on a classification criterion, to select a subset of rules to be used for
classification. Instead of missing values imputation, the proposed approach
uses training dataset to cut down the upper bound rule set via testing its
rules on other dataset with missing values with the subsequent selection of
the most appropriate rules.

The motivation of imputation avoidance is that there exist a number of
important applications where information cannot be collected due to certain
reasons; for example, due to conditions of natural environment (for example,
if airborne observation equipment is used, the information can be unavail-
able due to meteorological factors or due to masking). Much more specific
and complicate case, in which missing values imputation is not applicable at
all, can arise as a result of temporal and/or spatial nature of data, asynchro-
nous and distributed mode of data collection, and discrete and distributed
mode of decision making. The detection of intrusions in computer network
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demonstrates an application of such kind. In this application, input data of
an intrusion detection system operating on the basis of multiple data sources
can be represented as temporal stream of decisions received from distributed
solvers (agents) responsible for forming alerts in case of illegitimate users’
activity.

The proposed approach to the direct mining of rules from data with miss-
ing values is mathematically sound. One of its advantages is that it can be
implemented by the use of any well known methods intended for extraction of
rules having the premises in conjunctive form. Particularly, it can be imple-
mented on the basis of such well known methods as AQ, CN2, RIPPER, etc.
In our research we use the GK2 algorithm which is close to AQ. The paper
gives a brief description of GK2 algorithmic basis.

Experimental results aiming at exploration and validation of the proposed
approach to direct mining of rules from data with missing values confirm that
it can yield strong and reliable results. Indeed, analysis of the set of rules
extracted by its use and its comparison with the set of rules that would be
extracted from the same dataset if it did not contain missing values exhibited
their considerable overlapping. Example of such a comparison given in Fig. 7
demonstrates this fact, particularly, here only one rule, RS16, belonging to
the upper bound rules’ set does not belong to the set of rules that could be
extracted from the same data having no missing values.

The approach will be further tested on different applications from various
areas with the focus on applications from a situational awareness scope. An
interesting future task in regard to direct mining of data with missing values
is the use of dependencies between attributes to evaluate the predictive power
of the rules extracted by direct mining along with their evaluations on the
basis of testing procedures.
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