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Abstract. This paper presents conceptual model, architecture and software pro-
totype of a multi-agent intrusion detection system (IDS) operating on the basis
of heterogeneous alert correlation. The latter term denotes IDS provided with a
structure of anomaly detection—like classifiers designed for detection of intru-
sions in cooperative mode. An idea is to use a structure of classifiers operating
on the basis of various data sources and trained for detection of attacks of par-
ticular classes. Alerts in regard to particular attack classes produced by multiple
classifiers are correlated at the upper layer. The top-layer classifier solves intru-
sion detection task: it combines decisions of specialized alert correlation classi-
fiers of the lower layer and produces combined decision in order to more relia-
bly detect an attack class. IDS software prototype operating on the basis of in-
put traffic is implemented as multi-agent system trained to detect attacks of
classes DoS, Probe and U2R. The paper describes structure of such multi-
layered intrusion detection, outlines preprocessing procedures and “data
sources, specifies the IDS multi-agent architecture and presents briefly the ex-
perimental results received on the basis of DARPA-98 data, which generally
confirm the feasibility of the approach and it's certain advantages.

1 Introduction

Currently, intrusion detection task is of great concerns and the subject of intensive re-
search ([2], [4], [10], [11], [12], [13], [14], etc.). The contemporary studies show that ad-
vanced approaches to Intrusion Detection Systems (IDS) design are focused on data
fusion ideas assuming use of multiple data sources and multiple classifiers operating
in various feature representation spaces with the subsequent combining of their deci-
sions [1]. Unfortunately, several specific properties of the intrusion detection system
input make the above mentioned decision combining task very difficult. Among these
properties, temporal nature, high-frequency dynamics and asynchronous character of
input are of the primary importance. Other important issue of IDS input that is ig-
nored in the most of research is information ageing resulting from the temporal nature
and variety of frequencies of input data streams arriving from various sources.

The paper is devoted to the heterogeneous alert correlation approach to intrusion
detection. The introduced term denotes an approach assuming that IDS is composed
of a structure of classifiers and each classifier of this structure is trained for detection
of attacks of a particular class, e.g. an attack of the class either DoS, or Probe, or
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U2R. The second assumption of the approach is that several classifiers are trained for
detection of the same attack class while operating with data of various sources and/or
various feature representation spaces. Each of such specialized classifiers may pro-
duce decisions of two classes: "Alert" regarding to "its own" attack class (e.g. "DoS
alert", "U2R alert", etc.) or "Normal" (without producing an alert). In the second
layer, alerts of the same type (if any) produced by source-based classifiers are corre-
lated and the results are sent to the top layer. The top-layer classifier solves intrusion
detection task: it combines decisions of specialized alert correlation classifiers and
produces combined decision in terms of particular attack class if any.

In the rest of the paper, section 2 outlines the IDS input data model and preprocess-
ing procedures forming various data sources (representation spaces). It describes the
structure of the interacting classifiers designed for heterogeneous alert correlation and
event dynamics of the IDS operation. Section 3 describes a model of data ageing used
in the developed IDS software prototype while Section 4 gives detailed specification
of its architecture based on multi-agent framework. This architecture is specified in
the style assumed by Gaia methodology [15] that is used in development of the IDS
software prototype. Section 5 outlines experimental results received through testing of
the developed prototype using DARPA data [3]. Conclusion summarizes the paper
contributions and intentions for future research.

2 Conceptual Model of Multi-alert Correlation for Intrusion
Detection

2.1 Input Data

The major peculiarity of IDS input data is their femporal nature. Indeed, input data
perceived by sensors of IDS or produced by preprocessing procedures are mapped
time stamp, which is considered as an important data attribute. Events of various data
streams arrive into IDS classifiers asynchronously. Since averaged frequencies of
various data streams are different, the data incoming to meta-level responsible for
alert correlation possess finite life time, i.e. after elapsing certain time from the mo-
ment they are produced the data become of less relevance with regard to the current
status of user activity and therefore less useful or useless for its assessment.

It is assumed that the input data model accounts the data streams resulting from
the preprocessing of the network traffic represented in 7CP dump. This traffic per-
ceived by "Data Sensor" is further preprocessed according to the scheme presented in
Fig.1. Traffic preprocessing procedures are aimed at extraction of various features re-
sulting in creation of "secondary" data sources (feature representation spaces forming
input for several source-based classifiers).

The developed traffic preprocessing procedures operate in the following order.
First, events corresponding to new packets and new connections are identified. The
information contained in the identified packets and connections is further processed in
order to extract features and form secondary data sources. Network feature extraction
procedure identifies events that indicate availability of newly arrived following data:
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Fig. 1. Raw data streams and preprocessing procedures forming secondary data sources consti-
tuting input data streams of IDS

(1) Connection—related data that are used for extraction of connection-related fea-
tures forming two data sources, i.e. ConnectionBased and ContentBased data sources.

(2) Time window-related data representing certain statistics averaged within sliding
time window of the predetermined length and shift (in our case, length= 5 sec. and
shift=2 sec.). These data are used for extraction of the features forming two secondary
data sources, TimeWindowFeatures, and TimeWindowTrafficFeatures.

(3) Connection window-related data representing certain statistics averaged within
sliding time window containing a user-assigned number of connections (in our case,
this number is equal to 20 connections and shift is equal to 1 connection). These data
are used for extraction of the features forming two more secondary data sources,
ConnectionWindowFeatures, and ConnectionWindowTrafficFeatures.

Traffic preprocessing procedures were developed by authors. As the input of these
procedures, the DARPA data [3] are used.

2.2 Heterogeneous Alert Correlation Structure

The primary factor influencing on the IDS architecture is the structure of interaction
of the source-based classifiers and meta—classifiers. Let us comment it by example of
the structure used in the developed case study illustrated in Fig. 2.

Each data source is attached several source-based classifiers. A peculiarity of
these classifiers is that each of them is trained for detection of a fixed class of attacks
and produces alerts regarding corresponding attack class. That is why the alerts pro-
duced are heterogeneous, i.e. correspond to different classes of attacks. Actually,
each source-based classifier solves an anomaly detection task, but each "anomaly"
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alert corresponds to particular class of attacks. Thus, the IDS system in question
solves intrusion detection task.

Connection—based data source is attached three specialized classifiers intended for
detection DNS CB, R2U CB and Probe CB classes of attacks, i.e. these classifiers are
trained to detect attacks of the classes "Denial of Service", R2U and Probe respec-
tively. Each of the above connection-based data source classifiers transmit the pro-
duced decision to particular meta—classifier (see Fig.2).

ConnectionWindowFeatures data source forms input of two specialized classifi-
ers, R2U CW and Probe CW, trained for detection of attacks of the classes R2U and
Probe respectively. They also send their decisions to particular classifiers of the
meta—level.

ConnectionWindowTrafficFeatures data source is attached three specialized clas-
sifiers, R2U CWT, Probe CWT and NormalCWT trained for detection of attacks of the
classes of R2U, Probe and Normal activity (no attacks) respectively. They send their
decisions to various classifiers of meta—level.

Time WindowFeatures data source forms input of three specialized classifiers,
DNS TW, R2U TW, and NormalTW trained for detection of attacks of the classes De-
nial of Service, R2U and Normal activity (no attacks) respectively.

Time WindowTrafficFeatures data source is attached three classifiers, DNS TWT,
R2U TWT, and ProbeTWT trained for detection of attack classes Denial of Service,
R2U and Probe respectively.

At the meta—level, three specialized meta-classifiers are introduced. Each of them
is responsible for combining decisions from source-based classifiers trained for detec-
tion of particular type of attack or Normal situation. They operate in asynchronous
mode while making decision every time when an event and data from at least one
source—based classifier arrives. A peculiarity of the decision making structure in ques-
tion (Fig.2) is that, in it, one more decision combining layer, top layer, is used. It
combines the inputs arriving from the specialized meta—classifiers thus solving the in-
trusion detection task.

2.3 Dynamics of IDS Operation

The data and event streams in the implemented IDS prototype are presented in Fig.1.
Let us describe the dynamics of these streams in the process of IDS operation.

Dump of the network traffic is captured by sensor, Raw Data Sensor. It produces
primary events of two types: (1) PacketEvent — receiving of an IP packet and Packet
data, and (2) ConnectionEvent — completion of the connection and Connection data.
Events and data input to the component NetworkFeatureExtractor intended for extrac-
tion of the features from raw data and generation of the secondary events, that are (1)
ConnectionEvent and associated arrays of the features, ConnectionBased and Con-
tentBased; (2) ConnectionWindowEvent indicating completion of a time window con-
taining given number of connections and associated arrays of the features, Connec-
tionWindowFeatures and ConnectonWindowTrafficFeatures; (3) TimeWindowEvent
indicating completion of the time window of a predefined duration and associated ar-
rays of the features, TimeWindowFeatures and TimeWindowTraficFeatures.
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Table 1. Distribution of attack classes All classifiers of the source—based ]ayer
against types of operating systems as well as meta—classifiers of the first and
top layers were trained and tested based on
Type of OS: Redhat DARPA data [3]'. Generalized information
Number about these data that are used for training
Attack Class | Attack name | o = ' | and testing of the classifiers composing the
back 4 decision structure depicted in Fig.2 is pre-
Denial of rand o sented in Table 1.
Service (DoS) pod 35
Attacks smurf 11 3 Models of Data Ageing
teardrop 7
(DoS) attacks in total 79 According to the used alert correlation
X strategy, decisions of meta—classifiers are
ipsweep . .
updated at any time when new input
Probes attacks | portsweep ("event") produced by some source—based
satan 5 classifier incomes. Let us recall that while
Probes attacks in total 17 receiving an updated decision from a
dict 1 source-based classifier, the meta-classifier
Remote to User guest updates its decision using the newly re-
(R2U) attacks imap 3 ceived decisiqn and also on the decisions
ohf produced previously by other source-based
classifiers at various time instants. The lat-
R2U attacks in total 10 ter decisions have different "ages" and
User to Root perl 5 therefore different relevancies to the current
attacks (U2R computer security status. Thus, potential

data ageing is one of the important peculi-
arities of the alert correlation system in question. Let us consider the models of data
ageing.

Two data ageing models were explored. The first of them assumes that each data
incoming to the alert correlation layer is assigned certain "age" at the moment of the
computer security status update and if this "age" is less than a fixed threshold (it is in-
dividual for each data source) then the corresponding data are used in the alert corre-
lation "as is". Otherwise, these data are assumed missing:

D(t,), ift, <t,,, <t, +T™
Di(tk+l))={ (k) 4 ‘ ‘ l

k+1 —

&, otherwise .

where D, (t)—stands for the decision of a base classifier associated with the i-th data
source produced at time instant ¢, #, stands for the time instant at which the decision

income into meta—classifier; 7, 42 stands for the threshold value of life time of the de-

cision D, produced by the source # i; and @tands for the missing value.
This model was experimentally investigated and the results were in full described

in [5, 8]. The advantages of this model are twofold. On the other hand, this model is
simple enough. On the other hand, if some sensors or data sources fail, i.e. do not

' Training and testing procedures used in design of classifiers are not considered in the paper.
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produce decision in required time instant then, nevertheless, the combined decision is
produced because meta-layer classifier is capable to process data with missing values.
The sound algorithm solving such task is described in [6]. A drawback of this model
is that it is approximate and in some cases may be too rough.

The second model of data ageing assumes that the learning mechanism has to
automatically determine dependence of informative power of the decision produced
by a source classifier depending on "age". More strictly, this model assumes that each
input of the alert correlation classifier is assigned an additional numerical attribute
A(t,,t,), where A (t,,t,) is the "age" of input of i-th source-based classifier pro-

duced at the time instant ¢, if it is used in alert correlation procedure of meta-layer at

the time instant 7, . Thus, when i-th source-based classifier produces and sends its de-
cision to meta—level at a time instant t; the age of this decision is equal to zero,

Ai([;.) =0. If decision of the alert correlation classifier is produced later, at the time

instant #,, then the attribute A, (!) takes value A, t,)=(@,— t,g) .

The last model of data ageing is used in the intrusion detection system considered
in this paper. It is important to note that for the model in question, no specific tech-
nique for learning of decision combining algorithm is necessary. Indeed, for this
model, training and testing is a routine (but not trivial) procedure of learning based on
dataset containing both binary and numerical attributes.

4 Architecture of Multi-agent IDS Software Prototype:
An Outline

The architecture mentioned in the section title is described below in the style assumed
by Gaia methodology implemented and extended within MASDK 3.0 software tool.

4.1 Basic Components of the Architecture

1. Roles
e DataSensor—source of the raw data; performs raw data preprocessing, compu-
tation of the features, translation of the primary events and generation of the
secondary events associated with the data source.
o ObjectDataReceiver—acceptor of the network level features;
o DecisionProvider—source of decisions regarding the computer security status;
o DecisionReceiver—acceptor of the decisions produced by DecisionProviders;
o ObjectMonitor—acceptor of information presenting the host security status.
2. Protocols
o DataTransmission—the protocol transmitting features—related information;
o DecisionTransmission—the protocol transmitting decisions produced;
o UpdateObjectInformation—the protocol responsible for updating of the com-
puter security status related information;
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The aforementioned protocols are basic ones. The auxiliary ones are as follows:

AttackLogTransmission—the protocol performing transmission of the attack log
(the true labels of the attacks needed for the designed system testing);
OptionsProtocol-the protocol performing adjusting of initial options determin-
ing the regime of the system operation.

3. Agent classes and roles to perform
The agent classes introduced in the IDS architecture and allocated the roles they
have to perform are as follows:

NetLevelAgent—an agent class performing the DataSensor role intended for raw data
preprocessing and extraction of the events and secondary features;

BaseClassifiers—an agent class assigned the DecisionProvider role performing source-
based classification; it produces decisions when it receives an event from "its" source.
This class is inherited by several subclasse that are as follows:

DOS_CB: produces decisions when it receives the event ConnectionEvent us-
ing ConnectionBased features; it is trained to detect the DoS attack class;
DOS_TW: produces decisions when it receives the event TimeWindowEvent
and TimeWindowFeatures features; it is trained to detect DoS attack class;
DOS_TWT: produces decisions after receiving TimeWindowEvent event and
TimeWindowTraficFeatures features; it is trained to detect DoS attack class;
Prob_CB: produces decisions after receiving ConnectionEvent event and Con-
nectionBased features; it is trained to detect attacks of the class Probes;
Prob_CW: produces decisions after receiving the ConnectionWindowEvent
event and ConnectionWindowFeatures features; it is trained to detect attacks
of the class Probes;

Prob_TWTr: produces decisions after receiving TimeWindowEvent event and
TimeWindowTraficFeatures features; it is trained to detect attacks of the class
Probes;

R2U_CB: produces decisions after receiving tConnectionEvent event and Con-
nectionBased features; it is trained to detect the attacks of the class R2U;
R2U_CW: produces decisions after receiving the ConnectionWindowEvent
event and ConnectionWindowFeatures features; it is trained to detect attacks
of the class R2U;

R2U_CWT: produces decisions after receiving the ConnectionWindowEvent
event and ConnectionWindowTraficFeatures features; it is trained to detect the
attacks of the class R2U;

R2U_TWT: produces decisions after receiving the TimeWindowEvent event
and TimeWindowTraficFeatures features; it is trained to detect attacks of the
class R2U.

Metaclassifiers:—an agent class performing the roles DecisionReceiver and Decision-
Provider; it is responsible for combining decisions produced by its child classifiers
(Fig.2). It is replicated into the following instances:

DOS_MC: an agent instance of the Metaclassifier class correlating alerts of the
source-based classifiers trained for detection of DoS attack class;

Prob_MC: an agent instance of the class Metaclassifier correlating alerts of the
source-based classifiers trained for detection of Probes attack class;
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Fig. 3. IDS MAS agency configuration

e R2U_MC: an agent instance of the class Metaclassifier correlating alerts of the
source-based classifiers trained for detection of R2U attack class;

e Normal MC: an agent instance of the Metaclassifier class combining alerts ar-
riving from the meta—classifiers correlating alerts of particular attack classes;

SystemMontor—an agent class assigned the role ObjectMonitor; it provides visualiza-
tion of the information about security status of the host depending on time.

The instances of the above agents are structured according to the conceptual het-
erogeneous alert correlation structure depicted in Fig.2. The above mentioned compo-
nents represented graphically in Fig.3 determine configuration of the agents of the
implemented multi-agent IDS.
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4.2 Agent Classes Behavior Specification

Behavior of each agent class is specified in two layers. At the upper layer, the struc-
ture of the interaction of the state machines representing particular variants of the
agent class behavior, which correspond to different agent services®, is specified. At
the lower layer, each such state machine is specified in details. Correspondingly, let
us describe some of the agent class services distinguishing upper and lower layers.

4.2.1 NetLevelAgent Agent Class
The basic services of this agent class are the followings (Fig.4):

o NetworkSensor—provides monitoring of the network traffic and generation of
the primary events associated with this data source. In other words, it is re-
sponsible for dispatching of input events and sequencing of its preprocessing;

o NetworkLevelF—provides computation of the connection-based features and
generation of the secondary events;

o Spam — provides forwarding of the events and feature values to the source-
based classifiers.

Interface of the options of the adjustment of the NetworkSensor service is shown in
Fig.5.

Let us describe state machines implementing the services of the NetLevelAgent
agent class. An example of the state machine corresponding to the NetworkLevelF
service is presented in Fig.6. In the state Get_Input_Data the newly arrived data are
analyzed. After detection of the type of the data arrived, the latter are processed ac-
cording to their type: the packet data are processed in Process_Packet state, while
connection—associated data are processed in the Process_Connection state. After this,

Sel ate Machine Properties E|
hlame MetworkSensor 0K I
Description = Cancel

Lt _'l_I

[ Data Source
Data Type  |synchronoos =] Sampling Frequency, msec |2
Data = Edit I
Cannection :I

CnotionParametershLAPLr ParamsPir;

TSetOfParametershLA SetOFParams; -

| >
Data char BF[255]; 5| Edit |
Mapping & int i=99;
Saving canst char *str

double t=0, trmax, kmin; -

| |

- Data Processing
State Machine - Daka Handler INetworld.evelF j
Data Processing Operating Mode [synehranous -l

Priority 1

Fig. 5. Options of the service NetworkSensor adjusting

2 Term "agent service" is used in multi-agent technology to denote an agent's functionality.
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the list of all events, both primary and secondary, is formed (in the state RecalcList-
Creation). Then, for each event stored in the aforementioned list, computation and
updating of the features with the subsequent call of the service SpamState is carried
out. This is done in the state RecalcList. In turn, the service SpamState performs for-
warding the computed feature values to the source-based classifiers associated with
the respective events in the above mentioned list.

4.2.2 Alert Correlation Agent Classes

In general, the agent classes mentioned in the subsection title are the same; they only
differ (1) in their rule bases used for alert correlation, (2) in the lists of the source-
based classifiers forming their inputs and also (3) in the lists of the receivers of the
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decisions produced by alert correlation agents. The basic services of these agent
classes structured as it is depicted in Fig.7 are the followings:

o IncomingDecision—service responsible for processing of the incoming deci-
sions of the child classifiers of the lower layer;

o IncomingOption — service responsible for adjusting of the agent class options;

e DecisionQueueParser — service responsible for processing of the incoming de-
cisions stored in the queue;

e (OM-service implementing alert correlation (meta-classification functionality).

Detailed specification of the state machines implementing the aforementioned ser-
vices is omitted due to the lack of the paper space.

4.2.3 Source-Based Classifier Agent Class
The basic services of the Source—based classifier agent class are as follows:

e IncomingData—service implementing the incoming events and data processing;

e IncomingOption—service responsible for adjusting of the agent class options;

e ConnQueueParser—service responsible for processing of the incoming deci-
sions stored in queue (Connection-based, Windows-based);

e (Conn — service responsible for producing decisions (Alert or Normal).

Like all the services, the aforementioned ones are specifies and implemented in
terms of state machines, whose description is omitted. due to lack of the paper space.

5 Experimental Results

The multi-alert correlation IDS MAS designed according to the above described prin-
ciples and architecture was implemented using MASDK 3.0 platform providing sup-
port of the MAS technology [7]. All the classifiers composing the proposed homoge-
neous alert correlation structure were trained using VAM [9] and GK2 [6] algorithms.
The resulting system as a whole was tested using DARPA data [3].

Some testing results are illustrated in Fig.8. These figures present information
about performance quality (probabilities of correct classifications and probabilities of
false alarms and signal missing) of the alert correlation classifiers dealing with inputs
produced by the source-based classifiers trained for detection of attacks of particular
classes. At that, data used in training procedures as "counter class" include basically
normal traffic. But, if, for a source-based classifier, the difference between the sums
of the weights of rules voting in favor of Alert and Normal decision is less than a se-
lected threshold (it is computed for each particular classifier experimentally in testing
procedure) then the classifier refuses to classify input data. Analysis proved that as a
rule, such kind of situation actually corresponds to some other class of attacks. Fig.8
illustrates the performance quality of the alert correlation meta-classifier destined for
detection of the DoS class of attacks. It illustrates graphically the probability distribu-
tions of correct alert detection and various types of errors. An important observation
is that even if the source-based classifiers operate not very precise, at the meta—layer,
where the decisions of the particular source-based classifiers are combined, the
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quality of the DoS attack detection
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w0 | o -7 search during at least the last dec-
0% : i = ade, it remains to be a problem;
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arities of this task have not been
investigated in depth. One of the

Fig. 8. Evaluation of the performance quality of the .rerlnarkable drawbacl.is Of the. o
DOS MC meta— classifier isting approaches is simplified

modeling of input data used in de-

velopment of IDS. Indeed, along
with multiplicity and heterogeneity of data sources to be taken into account, several
other specific features of the intrusion detection system input are critical to fill in the
gap between existing models used in IDS and reality. Among these features, temporal
nature, high-frequency dynamics and asynchronous nature of input are of the primary
importance. These factors result in the necessity to account such an important issue as
information ageing caused by the fact that input data streams arrive in IDS with vari-
ous averaged frequencies and asynchronously.

The input data model considered in this paper takes into account the aforemen-
tioned factors. For such model of IDS input, the paper proposes an approach called
heterogeneous alert correlation. The major idea of the approach is to organize IDS
system as a structured set of interacting classifiers dealing with data received from
various data sources. The first layer of this structure is composed of classifiers operat-
ing with inputs of particular data sources. Each of them is trained for detection of at-
tacks of a fixed class (in the developed IDS software prototype, the attack classes
DoS, Probe, and U2R are considered). Each of such specialized classifiers produces
decisions of two types: "Alert" in regard to the particular class of attacks (e.g. "DoS
alert", "U2R alert", etc.) or "Normal". A peculiarity of such classifiers operation is
that they produce decisions in different time instants. These decisions asynchronously
arrive at the second layer responsible for correlation of the alerts produced by the first
layer classifiers trained for detection of the attacks of the same class. In turn, the re-
sults of the alert correlations produced by the specialized classifiers of the second
layer are asynchronously forwarded to the top layer. The top-layer classifier solves in-
trusion detection task: it combines heterogeneous alerts of specialized alert correlation
classifiers and combines them producing decision it terms of particular attack class.

Two theoretical problems should be solved to implement the described approach:
(1) development of data ageing model; and (2) development of specific techniques to
train alert correlation classifiers to make decisions based on asynchronous input. In
the developed IDS prototype the solutions proposed by the authors in previous re-
search are used [5, 8]. This approach was implemented within multi-agent IDS

Classification result |DA\arm given class of attack @MRefuse ONormal traffic |




Asynchronous Alert Correlation in Multi-agent Intrusion Detection Systems 379

dealing with three classes of attacks, DoS, Probe and U2R, and operating with input
traffic. Architecture of the prototype and some experimental results are outlined.

The intended directions for future research will concern enrichment of the devel-

oped structure of interacting classifiers by the learning capabilities.
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