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The paper introduces the present-day understanding of the data and
information fusion problem and describes some aspects of the methodology,
technology and software toolkit developed by the authors for the design,
implementation and deployment of a class of multi-agent information fusion-
related applications. The distinctive feature of the presented technology
supported by the software toolkit is that it is distributed and agent-mediated,
i.e. it assumes a distributed fashion of designers' activity mediated by agents
performing most of the routine engineering work and supporting coordination
of collaborative designers' activities. The above methodology, technology and
software toolkit are implemented and were practically used for prototyping of
severa applications from the data and information fusion scope.
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INTRODUCTION

The authors of [32] define Information Fusion (IF) as " the process of
combining data to refine state estimates and prediction” [32]. It is assumed
that these data specify either a complex system comprising a set of semi-
autonomous objects operating according to a joint goal (intent) or a natural
phenomenon evolving in space and time, which is not directed by any intent.

More extended description of information fusion was given by B.
Dasarathy [21]: “Information Fusion ... encompasses the theory, techniques
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and tools conceived and employed for exploiting the synergy in the
information acquired from multiple sources (sensor, databases, information
gathered by humans, etc.) such that the resulting decision or action is in
some sense better (qualitatively or quantitatively, in terms of accuracy,
robustness and etc.) than would be possible if any of these sources were used
individually without such synergy exploitation."

IF is also an important component of a more general and integrated
problem referred to as situational awareness. Objective of situational
awareness problem is to provide a comprehension of "what is going on so |
can figure out what to do" [1] and how to make a prediction of this
comprehension in the nearest future [7]. As arule, situational awareness task
is composed of many particular subtasks and among them IF is one of the
most important.

The most commonly accepted model of IF referred to as JDL model was
proposed in [32]. It considers five level structure of data and information
processing (Fig. 1) intended to provide users with comprehension of the
situation associated with a mission and assessment of the results of effects
on it of certain planned actions.
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Figure 1. The JDL model of data and information fusion

This paper is relevant to the tasks associated with two of five levels,
caled in Fig. 1 as “Object assessment” and “Stuation assessment.” Object
assessment is a task of classification of the states of particular objects
congtituting a complex system of interest or phenomenon of the natural
environment. This task is also often referred to as Data Fusion athough the
boundary between data and information fusion tasks is too vague.
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Any particular situation is specified in terms of the states and/or activities
of objects constituting the situation as well as meaningful relationships
between them. Stuation assessment is a classification task aiming at
estimation and updating of the state of the situation. The situation is
developing in time, i.e. this notion is of adynamic nature. As arule situation
assessment is referred to as Information Fusion.

The objective of this paper is to describe basic multi-agent IF system
components, architecture and technology for the design, implementation and
deployment of IF applications in a computer network, and also to introduce
software tools supporting the above technology. Accordingly, section 2
introduces the problem statement and assumptions and describes two
examples of IF applications. Section 3 mativates the use of a multi-agent
architecture for IF systems intended for object and situation assessment.
Section 4 presents the detailed description of the methodology of data and
information fusion that is compiled of the well known principles. The
methodology determines IF system components, their functionalities and
interactions, and also presents main algorithms used in data and information
fusion. Section 5 introduces the generic multi-agent architecture of an multi-
agent IF system and describes functionalities of its basic components.
Section 6 outlines the developed technology for multi-agent IF system
engineering and supporting software tools. One of them, MASDK, supports
engineering of reusable components of IF Multi-Agent System (IF MAS)
while the second one, IF Design Toolkit, supports engineering of the
problem and application-specific components of IF MAS. Section 7
describes MASDK and the IF Design Toolkit in more detail. The conclusion
summarizes the main ideas presented in the paper concerning multi-agent
information fusion systems' analysis, design and implementation.

PROBLEM STATEMENT

The main objectives of the paper are to describe the methodology of
information fusion for abject and situation assessment as well as technology
and software tools for IF MAS design, implementation and deployment. To
make it clear what kind of |IF applications are the subjects of the paper, let us
first describe a couple of examples of such applications.

2.1 Intrusion detection in computer networks|[2]

At present, coordinated distributed attacks performed by a team of
mal efactors from spatially distributed hosts constitute the primary threats for
computer networks and information. “Traces’ of an attack are manifested in
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various data perceived of or generated by a computer network assurance
system in different hosts of a computer network. For example (see Fig. 2,
taken from [14] and dlightly reworked), the traces of malefactors' attacks are
displayed in tcpdump file containing data resulting from input traffic
preprocessing, in an audit data trail, in sequences of system calls made by
the operating system, in short-term and long-term statistical data resulting
from monitoring of application servers, in queries to databases and
directories, in data specifying user profiles, etc. To detect a broad variety of
attacks against computer networks including distributed attacks it is
necessary to make use of all the available data and information sources [2].
Formally, intrusion detection is a classification task that utilizes a
combination of aerts produced viaanalysis of data and information obtained
by particular sources mentioned above. The assessment of the computer
network security status presents a typical example of IF problem.
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Figure 2. Multiplicity of data and information sources (given in grey color) available for
assessment of the security status of a host (the content of the figure is taken from [14])
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2.2 Analysisand prognosis of natural and man-made

disaster evolving

Many different kinds of potentially dangerous situations often emerge in the
different regions of many countries. They can emerge due to natural
disasters (earthquakes, floods, etc.), man-caused emergencies (chemical,
nuclear, etc.) and so on. The specific features of such phenomena are arapid
and weakly predictable development in time and space, and a strong
dependence on weather conditions, landscape, building infrastructures and
S0 on. To assess the situation as a whole in order to be able to predict its
development and prevent undesirable or catastrophic consequences, it is
necessary to make use of data and information collected from many different
sources. A shortened example of data sources pertinent to a particular case of
disaster that is a flood is presented in Fig. 3 and 4. In this example, the
sources of data and information and processing procedures are presented in
two levels. The first level (Fig. 3) corresponds to the data and information
specifying flood situation parameters in particular regions, provided by their
own flood monitoring and data processing subsystems. In the second level
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srvice 1] (warming, {Lowland 1 information
constant, Eminence database
pull down) Plain}
Actud air Regional Average daily
temperature s_Floold precipitation
{Precipitati_or}w (ntggirgn | Ice data (mean
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Actud hof I(rj? S’Q’QS{‘ t ponds, €c.) Satistical
meteorology K| Srei%td o amergent database
wi
data {m/per sec} situation .
_ M ean of air
‘Wind temperaturein
direction previous day

Figure 3. Data sources used in flood monitoring, prediction and related management

information characterizing situations in different regions is collected. It is
here processed together with additiona more aggregated information
received, for example, from airborne equipment. Figure 4 demonstrates the
second level of IF and also a closed loop of situation assessment, impact
assessment and process refinement for flood situation monitoring and
management, considered within the JDL model of information fusion (see
Fig.1).
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Figure 4. Closed loop of situation management: Situation assessment—> Impact
assessment-> Situation refinement-> ...

2.3. Paper Objective and Main Assumptions

Thus, the subjects of this paper are design and implementation issues of
multi-agent IF systems for applications similar to ones described above. It is
assumed that the central task of the design is classification aiming at the
assessment of the states of a complex object or situations constituted by
semi-autonomous objects possibly operating according to a shared goal
(intent). It is also assumed that the classification is produced on the basis of
fusion of heterogeneous data and information obtained from multiple
distributed sources. Data and information of different sources can be
presented in different measurement scales and can be of various accuracies.
It is also assumed that data can be incomplete, i.e. some sources may contain
missing values of attributes and the total dimensionality of data can be large..
An important assumption is also that some data can be unavailable for
centralized processing. For example, data of particular sources can be private
or classified. The set of possible states of the object of interest or situations
to be assessed is known and finite. Thus, it is assumed that the IF system
solves adistributed classification task.

An important assumption is that the design and implementation of
classification mechanism is performed on the basis of data mining and
knowledge discovery technology, using interpreted historical datasets. The
last task can be the responsibility of a separate system, the IF Learning
System. The latter can also be designed as a particular component of the IF
system as a whole, thus providing the latter with offline learning capabilities
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utilizing the IF system positive and negative experience from using the
currently installed decision making mechanism.
Other assumptions are of lessimportance and explained when necessary.

WHY MULTI-AGENT INFORMATION FUSION?
WHY MULTI-AGENT TECHNOLOGY

The Multi-agent system (MAS) view represents an advantageous
paradigm for the analysis, design and implementation of complex software
systems. It proposes powerful metaphors for information system
conceptualization, a range of new architectures, techniques and technologies
specifically destined for large scale distributed intelligent systems[35, 37].

IF systems definitely fall into the class of potential MAS applications.
Indeed, each IF application is naturally distributed: data sources are spatially
distributed; data processing is performed in a distributed manner, the
systems and/or users interested in the results of an IF system operation are
distributed. If data from different sources are private or classified (military
data, commercia data, etc.) then such data is not available for a centralized
processing, in particular, the data holders do not render the accumulated
datasets for the learning of classification. At the same time, they can make
this data available for situated agents in order to process the private data
locally, without revealing its content.

In most cases IF systems are of alarge scale, and it is exactly these kinds
of applications that take the most of advantages provided by MAS
architectures. In particular, MAS architectures are especialy convenient for
software implementation of such decomposable large scale applications.

A number of advantages can also be exploited if a software tool
supporting the engineering and implementation of |F systemsis also built as
amulti-agent system. The most important advantage originates from the fact
that in many cases IF systems are being developed by several spatiadly
distributed designers. In such a case, agents of the software tool can take the
roles of mediators among different designers by supporting their
collaboration according to predefined protocols that provide the design
process with both flexibility and automated support of the technology
discipline. It is demonstrated below that most of the technological activities
performed in a distributed manner can be coordinated with more ease if they
are mediated by agents operating according to predefined protocols.

Recent research practices show that the popularity of multi-agent
paradigms as applied to IF systems is continuously expanding and thusiit is
gaining areputation as avery promising technology.
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4. BASIC PRINCIPLES OF THE INFORMATION
FUSION METHODOLOGY FOR OBJECT AND
SITUATION ASSESSMENT

IF design process is determined by a number of basic conceptual
solutions that have to be made in regard to the following engineering
aspects.

1. Allocation of data and information processing functions to the data
source-based level and to meta-level responsible for generalization of the
source-based decisions;

2. Structure of decision making and decision combining in an IF system
called hereinafter Decision fusion meta-model, or DF meta-model;

3. Structure and representation of the IF system knowledge base (KB) and
ontology;

4. Particular techniques used for the engineering of IF system KB and
respective decision making mechanisms;

5. Particular techniques used for information fusion.

Let us analyze the above aspects in order to justify the adopted solutions.

4.1 Allocation of information fusion function

There exist severa variants of the allocation of functions to source-based
and centralized levels of data and information processing proposed for | [8].
Let us outline and evaluate them to justify the selection.

411 Centralized data and information processing

This variant assumes the straightforward transmission of data from data
sources into a central database for subsequent centralized data and
information fusion. By default both classification and learning are here al'so
to be performed in the centralized mode. This approach possesses very
obvious drawbacks. (1) inefficiency in the case of the very high
dimensionality of the entire data representation space;(2) very high
communication overhead and data duplication; (3) inability to preserve data
privacy both in learning and classification procedures. If various data
structures are used by different sources then this methodology becomes
practically infeasible.
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412 Combining knowledge bases of data sour ces

Knowledge bases designed on the basis of particular data sources can be
simply combined within a single KB, which afterwards is used as the KB of
a centralized classification system. Although an obvious drawback of this
model is that it supposes the use of centralized classification, it preserves
source data privacy, because the agents but not designers have the access to
the private data. This model is applicable in caseif all local knowledge bases
are represented in a common structure, e.g. al of them are rule-based. An
example of a relevant application is fraud credit card detection, if severa
banks agreed to use for this purpose a common protection system.
Unfortunately, such an approach is not applicable if source data are of large
dimensionality and knowledge representation in different sources differs
greatly. Thus, such an approach is not the best choice in most cases for
information fusion applications.

4.1.3 Fusion of decisions produced on the basis of data of particular
sour ces

In this model the decisions produced by local classification mechanisms
(they are called base classifiers [28]) are combined in the meta-level. This
model is advantageous in many applications, in particular, if:

There are many data sources,

There are representative interpreted datasets sufficient for training and

testing of both base and meta-level classifiers;

The advantages of this data and information fusion model are asfollows:
- It provides considerable decrease of communication overhead;

It is applicable in the case, in which the structures of data representation

of various sources are very different. In this case independently of the

data structures of particular sources only decisions produced by source
based classifiers are forwarded to the meta level and these decisions are
represented in either binary or categorical measurement scales;

There exist several effective and efficient methods of combining such

decisionsin the upper level to obtain the combined decision;

It preserves source data privacy.

This model of data and information fusion outperforms the models
described in subsections 4.1.1, 4.1.2 in many respects. It is used below as a
component of the methodology of data and information fusion.

It should be noted that combinations of the fusion models described in
subsections 4.1.1-4.1.3 can also be used in some specific cases. For example,
in some cases it is preferable to forward to the upper level both the decisions
produced by base classifiers and part of the data of some sources.
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4.2 Decision fusion meta-model

The meta-model of decision fusion (DF meta-model) specifies structure of
classifiers and their interaction in decision making and decision fusion. It
comprises three types of hierarchically ordered particular structures: source-
based structure of decision making, structure of decision combining, and
structure of classification called hereinafter for brevity classification tree.
Let us consider these structures and their composition in the DF meta-model.

421 Sour ce based decision making structure

In the simple case when the dimensionality of the vector of data source
attributes is small (about 20—25) and data representation structures are more
or less homogeneous within the source, e.g. they are measured either in
numerica or in discrete scales, then, for this source, one source-based base
classifier can be used. In such a case the data source decision making
structure consists of a single base classifier (Fig. 5). In more complicated
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cases, if the dimensionality of the attribute vector is high enough and/or
source data are too heterogeneous (measured in different scales, are of
different accuracies and reliabilities, have missing values of attributes, etc.),
then it is reasonable to provide source data with several base classifiers.
Each such classifier has to produce classifications using different sets of
attributes or/and it has to be trained on the basis of different training and
testing datasets. In this case the data source decision making structure
consists of several base classifiers. The decisions produced by these
classifiers can be forwarded to the meta-level for combining with decisions
produced by base classifiers of other sources (Fig. 6). An aternative is to
combine these decisions and forward the combined decision to the upper
level (Fig. 7, 8). It isreasonable to use this model in the case that the number
of source-based classifiers is too large. Example is given by an intelligent
sensor network containing hundreds of multi-attribute sensors, whose
outputs are collected within a single data source.

422 Structure of decision combining

The structure of decision combining specifies how decisions produced by
base classifiers could be combined in the meta-level as collective decision
[29, 8]. The variants of these structures are demonstrated in Fig. 5 through
Fig. 8. Fig. 5 and 6 present the cases when no intermediate level of decision
combining is used. Fig. 7 present an example in which decisions of base
classifiers, before passing information to the metalevel, are previously
combined. Fig. 8 presents a more general case when part of base classifiers
decisions are combined, and the rest of them is directly passed to the meta-
level.

It is important to note that, if no uncertainty measures are assigned to the
decisions of base classifiers, then all decisions passed to metalevel are
represented either in binary or in categorica scale. In the technology
developed, classification task for multiple classes is reduced to a number of
binary (pair wise) classification tasks. Hence the input data of a meta-
classifier are represented as binary vectors. For brevity, the structure of
decision combining is hereafter called decision making tree.

423 Structure of classification (" Classification tree")

The structure of classification ("classification tree") is a component of
the DF meta-model, that is used to reduce multiple classification tasks to a
number of binary ("pair wise") ones. The nodes of the classification tree that
are not leaves are caled hereinafter meta-classes. An example of the
classification tree for the task with 4 classes is presented in Fig. 9, on the
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left. In this tree, the root node corresponds to the meta-class representing all
possible solutions. The classification procedure in this node discriminates
the situations of classes 1 and 3 from those of classes 2 and 4, i.e
discriminates instances of meta-class 1 from instances of meta-class 2. In the
second step, the decision should correspond to aleaf of the classification tree
indicating the final solution.

Root node: Any class of .
situations= {Classl, Class2, Example of the detailed structure of a

Class3, Class4} decision making tree used in Root node
Level 2 of meta
classification

Level 1of meta

Meaclass 2 || M4l classification

= -

Level of oource-
| classt | | clas3 | | clas | based clossfication

Figure 9. An example of the Decision Fusion meta-model composed of classification and
decision making trees. DMT: Decision making tree; DS Data source; BC: Base classifier;
MC: meta-classifier

424 Decision fusion meta mode

On each node of the classification tree, a decision making task is mapped
that involves in the decision making procedure al the base classifiers and
meta-classifiers of the decision making tree. Thus, on each node of the
classification tree a decision making tree is mapped that is composed of a
structure of decision combining and data source decision making structures
associated with data sources. Such a decision making tree can be different
for different nodes of the classification tree.

An example of a decision making tree corresponding to the meta-class
(node) MC1 is presented in the right side of Fig. 9. This figure also explains
the interconnection of the notions introduced in this subsection, i.e. the
notions of classification tree (it specifies upper level structure of data and
information fusion), decision making tree (in the lower level), meta-class,
and also introduces the notions of base level of classification and higher
level meta-classification.

Thus, the Meta-model of Decision Fusion, DF meta-model, is composed
of decision making trees, structured according to the classification tree.
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4.3 Structure of an | F system knowledge base. Ontology

The knowledge base of an IF system is composed of knowledge bases of
particular classifiers, meta—knowledge base and ontology. A KB peculiarity
isthat it is distributed over hosts, in which the data of particular sources are
stored, and particular fragments of the KB are situated in the hosts, in which
the combining of source-based decisions is performed. As a rule, the
distributed components of KB are heterogeneous.

The distributed character and heterogeneity of a KB considerably affect
the methodology of its design. Additional peculiarities of KB design
originate in that case when data sources are private or classified and thus
unavailable for centralized processing. Through the above peculiarities
several new problems have to be resolved in design process that influence on
the methodology of IF KB [8].

The first problem is the necessity to provide the system with a shared
thesaurus required for monosemantic understanding of the terminology used
by distributed components (in our case, agents) of the IF system. This
problem arises due to the fact that specifications of data belonging to
different sources can be developed independently by data holders. The latter
can denote different attributes and domain notions by the same terms, and
vice versa, they can denote the same notions by different terms, which
obviously results in the inconsistency of knowledge representation and
therefore to the agents’ misunderstanding.

The problem called non-coherency of data measurement [8] results from
the fact that different sources can contain overlapping sets of attributes and
the same attributes can be measured in different units in different sources. In
IF procedures they must be used in the same units. Thus, the problem is how
to provide KB with the capability to deal with such data consistently.

The third problem is the so-called "entity instance identification
problem" [8]. Fig. 10 demonstrates the essence of this problem. Indeed, due
to multiplicity of sources of information about situation, an instance of a
situation snapshot is represented by its fragments in severa data sources. For
example, the instance of the situation # 4 in Fig. 10 is represented in data
sources A, B and C. To detect that these fragments represent the information
about the same situation instance, it is necessary to have an identification
mechanism. In turn, the complete specification of situation instances is
necessary for further use them for training of the meta-classifier performing
combining of the decisions produced on the basis of particular data sources.
The aforementioned problems are effectively resolved on the basis of
ontology-centered distributed knowledge representation [16]. The focus of
this approach is to explicitly represent al the notions (terminology) used
within the system and the rel ationshi ps between them as top level knowledge
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Figure 10. Illustration of the essence of the data identification problem

shared by all components of the IF system. This component of knowledge
representation is called shared ontology. The typical structure of ontology is
explained in Fig. 11. In it, the upper level corresponds to the problem
ontology that represents the common part of the ontology pertaining to all
applications of the problem in question, in our case, the IF problem. The
middle level represents a component of the ontology specifying notions and
relationships peculiar to the application. This component of the ontology is
caled shared part of application ontology. This is exactly the level of
ontology that must be developed so as to make it possible to resolve the
aforementioned problems (see section 7.3 describing how these problems are
resolved in the developed technology). The lowest level of the ontology,
private ontology, specifies notions used only by particular source-based
components of the IF system.

F Problem ontol
(shared)

Shared part of application ontology

Privae Privae Privae
component off component of component of
application | application | [ applicaion
ontology 1 | ontology 2 ontology k

Figure 11. Tower of IF ontology components

Thus, the structure of the IF system KB consists of ontology and
distributed KBs of particular base and meta-classifiers that are structured
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according to the DF meta-model consisting of a classification tree (in the
upper level) and the set of decision trees mapped to each node of the former.

TECHNIQUESUSED FOR CLASSIFICATION AND
COMBINING OF DECISIONS

51 Techniques Used for Source-Based classifier Learning

The development of techniques for training and testing of base classifiers,
i.e. data mining and knowledge discovery techniques, is out of the main IF
scope. Let usjust briefly indicate what particular methods and techniques are
implemented as components of the IF MAS Design Toolkit supporting the IF
technol ogy.

Inthe IF MAS Design Tooalkit, three different techniques are used that are
destined for extraction of production and association rules from databases
comprising numerical, binary and categorical types of attributes. Let us
indicate these techniques.

Visual Analytical Mining (VAM). This technique is destined for the
extraction of production rules and/or decision trees from datasets containing
attributes of numerical and linear ordered measurement scales [11, 12].
VAM dlows to extract production rules specified in terms of the first order
guantifier-free logic. GK2. This technique is destined for the extraction of
production rules from data represented in discrete scales, i.e. binary,
categorical, integer and liner-ordered [9, 13]. Conceptudly, it is smilar to
the well known AQ technique [25], but uses different algorithms for the
extraction of minimal rules..

The FP-grows algorithm of association rule mining is well recognized
within the data mining and knowledge discovery community for its
efficiency. Itsformal and informal description can be found in [15].

The VAM, GK, and FP-grows techniques are implemented as classes of
the Library of training and testing methods of the IF MAS Design Toolkit.

52 Classification mechanisms of base classifiers

The techniques, described above, alow the semi-automatic engineering
of the knowledge necessary for decision making by base classifiers, in
particular rule-based knowledge. Let us consider how base classifiers use the
rules for producing decisions in respect to newly incoming data.
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It should be reminded that according to the adopted IF methodology, in
each node of the classification tree, and accordingly, in each node of
decision making tree, the task of binary classification is solved (see section
4.2). Let us denote the classes (meta—classes) assigned to any node of the
classification tree as Q and Q . The production rule mining techniques
VAM and GK2 described in subsection 5.1 generate two sets of rules
{R\R),.. R} and {R ,R; ..., R} . Thefirst set is such that it “arguesin
favor” of class Q, i.e. containsrules of thetype R" =F* E Q, i=12,...k
(R is the rule premise represented by a conjunction of propositions),
whereas the second set of rules “argues in favor” of class Q , i.e. contains
rules of the type R =F EQ, i=12,...l. (F" is the rule premise
represented by a conjunction of propositions). For brevity, these rules will be
called arguments hereinafter. While taking into account application-
dependent requirements, a metric for argument quality assessment can be
introduced and computed for each of the extracted rules. Such metrics are
based on use of a confusion matrix comprising probabilities of correct
classification and true and fal se positives.

Several decision making variants can be used if rules of base classifiers
are presented in the above form. For example, the simplest variant consists
in counting the weights of the “positive” and “negative’ arguments in favor
a particular decision, and the conclusion is made in favor of this class whose
arguments are “stronger.” In fact, this variant of decision making
corresponds to a well-known "weighted voting" approach (see, eg. [29],
although this method was practically used decades years ago). This method
is quite widely used these days, and works relatively well. Other variants of
the above arguments combining are considered below in the next section.

In the working version of the IF software tool, the implemented
classification mechanism can be characterized as argumentation based on the
notions drawn from the Inferential Theory of Learning [24]. This theory
equates learning to knowledge mining through knowledge space
transformation. From such a viewpoint, each hypothesis generated by an
inductive learning procedure can be considered as twofold. On the one hand,
such an hypothesis can be considered as a new generalized attribute
specifying a new dimension of the data specification, and a set of such
hypotheses, in turn, can be considered as a new representation space
determined by the primary set of attributes. On the other hand, a new
hypothesis (for example, arule) may represent a decision procedure intended
to discriminate the situation of a category from that of another. Thus, in the
latter case, the set of hypothesesis viewed as a decision structure [23].

In the implemented model of decision making, the rules (arguments)
extracted through the use of VAM and/or GK2 techniques are considered as
new coordinates of the representation space computed via a transformation
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of the primary space. All of the newly computed coordinates are binary.
Accordingly, the initia training and testing datasets, after their
transformation into the new space, are subsequently used for the training and
testing of base classifiers. In most cases, this representation space
transformation and subsequent rule mining results in the extraction of more
"strong" "pro" and "contra" arguments of the class Q. Experience proved
that this process, possibly repeated more than once, results in a situation, in
which the decision making procedure consists of computing the truth value
of a single rule given over the truth values of lower level rules and/or
attributes.

It should be noted that this technique is close to the meta-classification
method, which was developed concurrently as an independent project. The
latter is described in the next section.

53 Techniquesfor combining decisionsin data fusion
systems

According to the methodology accepted here, the strategy of decision
combining consists in the use of a hierarchy of multiple classifiers producing
decisions on the basis of particular data sources followed by combing these
decisions in the meta-level (see section 4.2 above). Let us briefly review the
existing decision combining approaches and techniques and justify our
preferences.

To date, severa techniques and approaches to decision combining are
proposed. They can be grouped as follows:

1. Voting agorithms;

2. Probabilistic and fuzzy agorithms;

3. Meta-learning algorithms based on stacked generalization;

4. Meta-learning algorithms based on classifier competence evaluation.

Voting methods have been in use for at least four decades while
nevertheless preserving popularity [29]. The main drawback of these types
of algorithmsis that they actually have no theoretical ground and there is no
guarantee that the chosen variant of voting will work perfectly in a particular
application for all possible input data. The advantage is mainly in the
simplicity of such techniques.

Methods of the second group are based on the use of different uncertainty
models. Among them, Bayesian "a posteriori” probability-based models (for
example, different kinds of Bayesian networks), possibility theory models,
Dempster-Shafer theory of evidences, and fuzzy set-based models are most
frequently used (for details see, for example [8], athough the
aforementioned uncertainty models are in use during decades). These
"classical" models have along history and are well published. However, they
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are practicaly applicable to low scale applications provided that enough
expert information or/and historical data are available for empirical
assessment of the respective uncertainty measures with satisfactory accuracy
and reliability..

Recently two new approaches to combining decision have been proposed.
The first of them is based on "stacked generalization" idea whereas the
second one consists in assessment of base classifiers competence.

Theidea of stacked generalization [36] isvery simple, but it gave birth to
several particular techniques of decisions combining. Its most advantageous
variant, "meta-classification”, was proposed in the early 1990s[28].

Mda Algorithm for
classifier learning meta
classifier \
M da-
- classifier's
Testing training data

dat;a/ ("metardata)

Base classifier| | Base classifier Base classifier k|
1tobelearned| |2tobelearned|. .| to belearned

t t t

Algorithms for base classifier learning |

f 1 1

Training and| |Training and Training and
testing datase{ | testing data testing data
of source 1 of source2| = = *| of sourcek

Figure 12. Meta-classification scheme

A generdlized structure of decision combining based on "meta-
classification” is illustrated in Fig. 12. Meta—classifier is a conventional
rule-based classifier, which input is constituted by the row of outputs of the
source-based classifiers. For training of the meta—classifier the two-step
technique isused. In thefirst step so-called meta-data sample is computed. It
is done based on testing of the source-based classifiers. For this purpose a
specia testing data sample is used. Let us remind that a complete
specification of a situation instance comprises fragments corresponding to
the data of particular data sources. The main requirement to the above testing
sample is that it has to be complete, i.e. each instance of this sample has to
have no aforementioned fragments missed.

For each instance of the testing sample the result of testing of base
classifiersis represented as a row of classification labels produced by them.
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Some of these labels can be correct, other ones-incorrect. This row is
extended by the correct classification label and the resulting row in the next
step is considered as an instance of the meta—data to be used for training and
testing of meta—classifier. The second step of meta-classification algorithm
design consists in conventional training and testing performed based on the
above meta—data sample.

In general, stacked generalization-based techniques of decision
combining are effective and till being actively researched. A drawback of
this group of techniques is their inability to preserve unchanged the already
existing classifiers if a new classifier is inserted into the classification
system. In contrast, the considered below competence-based group of
techniquesis free of this drawback..

The basic idea behind the competence—based group of techniques exploits
the natural assumption that each classification agorithm is the most
"competent” while dealing with a particular region of the representation
space. Therefore evaluations of classifiers' competences with regard to each
particular record of input data is the central procedure of such agorithms.
Thisideawasfirstly proposed in [33] and [22].

The focus of this approach is the use of a special procedure called
"referee”" (see Fig. 13) associated with each particular base classifier, with
the responsibility of assessing the competence of "own" classifier with regard
to input data [26]. To provide the referee with the ability to do so, alearning
procedure can be exploited. Referee learning is a common learning task,
which is solved on the basis of the same learning dataset that is used for the
learning of its respective classifier. The only distinction isthat while testing a
base classifier, it is necessary to assign a label indicating whether the
classification of this particular example is true or erroneous to each example
of the testing data set. Asthe result of the testing, the examples of the testing
data set are divided into two classes. One of them corresponds to the class of
the examples classified correctly by the base classifier (the region where the
classifier is "competent") and the second corresponds to the class of the
examples classified incorrectly (the area of the classifier's "incompetence').
This partition of this testing data set is further used for training referee of the
respective classifier. Certain measures may be used by referees for
assessment of the classifier's competence within particular regions.

Thus, in competence-based techniques, decision combining procedure
consists of two steps: (1) detection of the most competent classifier and (2)
selection of the classification produced by the most competent classifier.

Important improvements of this method were proposed in [32] and [34].
The main advantages of competence-based technique are higher accuracy (as
compared with both voting and stacked generalization-based techniques) and
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also the capability of preserving in aready existing set of classifiers
unchanged if anew classifier isinserted in the decision combining mode.

Classifierl | Refered Decision of the most
1 1™ 1 [ competent classifier
a ,.f. Re{eree % -é Partition of Partition of
aa;a el 5> | &7g| leaning learning
go| daafor data for
g 2| classfier referee
I] , g '% training training
Classfie fIReferee| |2 Instances Correctly
Ko K Mo |ofcassl|| clasified
g @ examples
ST Instances | |_('positive")
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Training andtesting] | & classified
datasets examples
("negative")

Figure 13. Explanation of the idea of a competence-based approach to combining decisions of
multiple classifiers

Two types of methods discussed in this section, namely meta
classification and competence-based methods, are so far used in the IF
software tool as decision combining techniques.

MULTI-AGENT ARCHITECTURE OF
INFORMATION FUSION SYSTEM

Multi-agent architecture is used for both learning and decision making
components of IF MAS of the class considered in the paper. Both
components comprise two groups of software components (Fig.14): (1) those
handling the source-based data; and (2) those manipulating meta-data
generated on the basis of source-based data. As arule, the components of the
first group are situated in the same hosts as databases of data sources.

In Fig. 14, the learning components of IF MAS are denoted as Training
and Testing agents, or TT-agents. Let us note that the learning components
can be absent in the target IF MAS if they are not intended to further use for
improvement of its performance.

A more detailed architecture of IF MAS is presented in Fig. 15. In this
figure, the learning components (both source- and meta-levels) are depicted
on the left and the components performing decision making functions (also
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both source- and meta-levels) are depicted on the right. Let us outline the
structure and functionalities of the IF MAS architecture components, most of
which are agents of different classes having particular rolesin the system.

The source-based components (Fig. 15, lower part) are common to each
source. They are asfollows:

Data source managing agent

Participates in design of the shared and private parts of the application
ontology;

Collaborates with meta- agents in management of training and testing
datasets, participates in base classifiers learning and in computing of
meta-data for meta-learning;

Supports a gateway to its database via transformation of queries from the
language used in ontology into SQL language;

KDD data source agent

Trains and tests the base classifiers constituting the source-based
classification agent and assesses the quality of their performance. In
training and testing, it uses the library of learning methods, ontology,
and source-based training and testing datasets.

Figure 14. General view of IF MAS architecture .

Source-based classification agent

Produces decisions using source input. It is the subject of learning
performed by the KDD data source agent. This agent is composed of
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several base classifiers structured according to decision making model.

Server (library) of training and testing (learning) methods

This component is not an agent. It comprises a multitude of software
classes implementing particular KDD methods, metrics, etc.

The Meta-level components of IF MAS (Fig.15, upper) are, asfollows:

Agent Master of meta-learning (* KDD Master”)

Manages the distributed design of the shared application ontology;
Computes the training and testing meta-data sampl es;

Manages design of the DF metamode (decision and classification
trees).
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Figure 15. Architecture and interaction of IF MAS learning (Ieft) and IF MAS decision
making (right) components

Meta-level KDD agent
Trains and tests meta-level classification agent and assesses its quality.
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Agent-classifier of meta-level
Produces decison combining using meta-level information. It is the
subject of learning performed by the Meta-level KDD agent of IF MAS.
Decision combining management agent
Coordinates behavior of the meta-level agent-classifier and Meta-level
KDD agent both in learning and decision combining modes.
Communication environment
In the development of the agents communication environment KQML
language is used as message content wrapper, while the content itself is
specified through the use of XML representing content within an
application ontology. The transport level of message wrapper aso
corresponds to the standard protocol that is TCP/IP.

A conceptual view of the structure of the IF MAS agent communication
environment is depicted in Fig. 16. Each communication act is supported by
three intermediate components that are:

Portal of the computer in which an agent sending a message is situated;

Portal of the computer in which an agent-addressee is situated;

Communication meta-agent (agent-facilitator) of the IF MAS supporting

message addressing.

InIF MAS, these components provide the complete transport services.

Agen1] Computer A Computer B[ Age-]

CE Message 1 <§>
AgiD P o
<g faaTitator f
% Message 2

Figure 16. Architecture of the communication environment: Message exchange routing

Protocols supporting agent communication are divided into three groups:

1. Protocols that support agent message exchange in accordance with the
commonly accepted three-level scheme in MAS: "message transport
protocol" (message envelope) — "message syntax specification” —
"message content specification”.

2. Protocols managing semantically interconnected dial ogs (conversations)
of agents that take place if agents need cooperation in task solving.
These protocolsis of metadevel in regard to the first group protocols.
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3. Protocols supporting agent interaction in cooperative design, learning
and decision making procedures. They are considered in further detail in
the subsequent section. These protocols plays the role of meta-protocols
in regard to the protocols of the first and second groups.

INFORMATION FUSION MASTECHNOLOGY:
DESIGN AND IMPLEMENTATION ISSUES

7.1 General View of thelF MAS Technology

The developed IF MAS technology is based on the methodology
presented in the section 4. It consists of two basic phases supported by two
types of software toolkits, respectively. Fig. 17 explains the hierarchy of
design phases comprising the technology.

Technology
supporting
software tool

Phase of the
technology

MASDK platform: i Design, implementation
generd purpose | : and deployment of the

designtool kit : reusable components of
an gppliedMAS
Information Fusio § Engineeringof MAS
Design Toolkit: | :components, supporting
Problem-oriented | : learning and decision
MAStool kit making

:Distributed learning:;
: —Information Fusion : :
: —Distributed HE Particular
¢ classification Pl applications

Seedeutiidesesssteasstesssensd

Figure 17. Explanation of the IF MAS engineering technology. DDM-Distributed Data
Mining; DM—Decision Making

The first phase mainly® aims at design, implementation and deployment
of so-caled Generic IF MAS which comprises a part of application
ontology, agent classes and agent instances deployed in the network, and the
communication environment. In fact, the first phase of applied IF MAS
technology is mostly destined for engineering of its genera-purpose
components and also some problem-oriented components. Respectively, in
Generic IF MAS the agent classes and their instances are provided with a
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part of IF problem-oriented functionalities and problem ontology. This phase
of IF MAS design is mainly supported by a software toolkit called Multi-
agent System Development Kit, MASDK [10], which is a genera purpose
MAS software tool. The "technical" aspects of its practical use are sketched
later in this section.

The second phase is mainly destined for specialization of the Generic IF
MAS, developed in the first phase into an application of interest. In this
phase, the technology is supported by the so-called Information Fusion
Design Toolkit, IFDT, developed by authors. It is an IF problem-oriented
software toolkit, which, together with MASDK provides complete support
for the development and deployment of IF MAS applications.

The components of IFDT are presented in Fig. 18. They can be divided
into three groups: (1) protocols supporting collaborative engineering of
applied IF MAS and also the cooperative operation of its agents; (2) library
of training and testing methods, and (3) user interfaces supporting designer
activity. It is should be noted that the Information Fusion Design Toolkit
actually implements a new kind of agent-oriented software engineering that
could reasonably be called as " Agent-mediated software engineering.”

Computer network

Communication
environment | Training and JJ

Instances of agents| |  Training and
of Generic IF MAY Training and testing

= dataset ﬂf hogt 1

\_ontology desi meta-model
- rotocol M design protocol A\

training and

Library of training
andteding
methods

“Distributed™
decision makin

Figure 18. IF Design Toolkit

As compared with the existing variants of the agent-oriented software
engineering, the new features specific to the technology supported by IFDT
are (1) Distributed design of an applied IF MAS that in some cases (private
or classified training and testing datasets) is the only admissible one, and (2)
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use of agents as mediators of designers in engineering procedures. A high-
level scenario (protocol) of applied IF MAS design supported by IFDT is
presented in terms of the IDEFO diagram in Fig. 19.
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Figure 19. High-level protocol of the distributed design of IF MAS

The main components of the above scenario are as follows:
AOQ. Distributed engineering of shared and private parts of application
ontology.
Al. DF meta-model design, i.e. design of decision making and classification
trees.
A2. Disgtributed data mining for engineering of the IF system distributed KB
used in decision making processes according to DF meta-maodel.
A3. Design IF MAS operation scenario processing new input data, i.e.
scenario of distributed decision making.
A4. Monitoring of arrival of new data to data sources.
Fig. 19 specifies the interaction of agents in design procedures, input,
intermediate and final results and the order of activities processed. The core
sub-protocols of the above technology are those providing IF MAS with
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learning capabilities, i.e. AO, A1 and A2 protocols. The sub-protocol A3
supports operations of IF MAS intended for classification of new input data
specifying a situation. The above sub-protocols are described in section 7.3.

7.2 IF MAS technology support: Design and
implementation of reusable components

Until now, many multi-agent software tools and platforms (more than
70) have been devel oped. Among them, the most popular are JADE [4], Zeus
[6], Bee-gent [3], MadKit [17], FIPA-OS [27], etc. However, despite the
diversity in existing tools, most are still in the research stage and, as arule,
possess limited capabilities.

Most of the existing MAS software tools exploits the idea of reusability
assuming that, in different MAS, there exist many common functionalities
and data structures that are practically independent of applications [31] and
thus can be used as generic classes and structures. Thisideais also the basic
one behind the MASDK [10] used to support design, implementation and
deployment of the reusable componentsin the IF MAS.

MASDK comprises two parts destined for different purposes. The first of
them, the so-called Generic agent, is considered as an upper level (the most
general) class of agents that possesses reusable classes and generic data
structures of MAS. The second part is composed of a number of particular
editors destined for partial specialization of the generic agent according to
the application of interest.

Generic agent is a nucleus that is "bootstrapped” by a designer using
user-friendly editors into agent classes provided with specialized data
structures. In the next step, agent classes are replicated and specialized to
instances of particular agents. MASDK aso supports design and
implementation of the communication environment (see Fig. 16) and the
deployment of IF MAS within a computer network. Further specialization of
agent instances and IF MAS as a whole is supported by IFDT. Let us
consider in a little more detail how IF MAS technology is supported by
MASDK.

As it was noted above, there are two types of components comprise each
agent instance designed with MASDK. The first one corresponds to the
reusable components of the "generic agent,” while the second one is
designed by means of MASDK editors supporting a specialization of generic
agent. Fig. 20 presents the composition of these types of components. The
reusable components of an agent class are presented in the left part of this
figure while the specialized (applied) ones are presented in its right part. Let
us note that part of the applied components given in Fig. 20 is further
specialized or designed by the use of IFDT (see next subsection). Let us
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briefly describe this figure with particular focus on the functionalities of the
particular agent components.
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Figure 20. Model of reusable and applied agent's components

The meta-scenario of an agent’s behavior is managed by the Agent
manager. It allocates CPU time for processing of the three main execution
threads that are:

- Primary processing of the events incoming to the agent from outside is

performed by the Manager of external events.

- Analysis of the agent’s current state and management of the agent
operation according to its state and incoming events is performed by
the Manager of agent operation.

- Sending of output agent messages produced according to its behavior
scenarios and to an interaction protocol under execution. This is done
by the Manager of output messages.

The first execution thread, Manager of external events, identifies the
model of the external world (thus forming the agent's belief), which is
further analyzed by the Manager of agent operation. The latter determines
jobs to be allocated to the Manager of state machines, which, in turn,
initiates particular agent behavior.

Scenarios of agent behavior are represented in terms of state machines
[5]. A scenario selected for execution is processed by the Manager of state
machines. It forms a sequence of sub-scenarios that are further alocated for
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execution to particular state machines. The execution of the scenarios is

entrusted to the Scenario Interpreter, while access to the agent database is

provided when necessary by a component Data access support.

Applied agent components are presented in the right part of Fig. 20.
These components and their functions are as follows:

- An Application ontology representing the classes of notions of the
application domain and the relationships between them. This ontology
ontology is shared by al agents. The agents use ontology notions in a
twofold mode: (1) as a shared terminology providing unambiguous
interpretation of messages, which agents exchange with; and (2) as a
terminological basis for knowledge representation. It is appropriate to
mention here that the agent's knowledge is specified in terms of (1)
preconditions and transition rules designated to every state (node) of
state machines, (2) behavior scenarios assigned to the states (nodes) of
state machines, and (3) behavior scenarios performed in transition of a
state machine from its current state (node) to a new state in accordance
with the transition rules.

Interaction protocols specifying coordination of agents interaction and

behavior in the joint execution of certain distributed algorithms;

Library of external functions containing names of methods represented as

executable code used for solving specific sub-tasks. External functions are

invoked by state machines representing agent behavior scenarios;

Input message queue ordering messages in temporary storage;

Model of agent operation containing upper-level specification of an

agent’s behavior represented in terms of particular state machines. It

specifies rules determining functions to be executed depending on the
current agent's state;

Sate machines specifying agent meta-scenarios. A state machine specifies

the states and transition rules to be selected for execution according to

both the preconditions designated to state machine nodes and input data;

Behavior scripts specifying agent behavior corresponding to its particular

states and transitions;

Specidlization of an agent’s reusable components is supported by a
number of specialized editors provided with user-friendly interfaces. It
should be noted that design operations in which designers use MASDK are
aternated with the operations supported by IFDT described below.

7.3 Information fusion design toolkit

The Information Fusion Design Toolkit (IFDT) is used together with
MASDK. It primarily supports design of the application-specific IF MAS
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components and protocols for IF MAS agent interactions. The peculiarities
of the technology supported by it are as follows:

1.

It supports a distributed mode of IF MAS design mediated by agents. In
the design process, designersinteract each other according to a number of
hierarchically specified protocols monitoring and managing the
designers activity. The toolkit is primarily oriented to engineering
spatialy distributed IF applications with focus on agent interaction
protocols. It is aso suitable for engineering IF MAS in the case that data
sources contain private data unavailable for centralized processing.

This toolkit provides support for such sophisticated IF MAS design
activities as maintenance of the consistency of shared and private
components of application ontology, design of the DF meta-model,
learning of distributed classification and also engineering of the decision
fusion procedure itself.

General explanation of the technology supported by IFDT is given in

subsection 7.1. The collaboration of participating designers and interaction
of agents mediating designers activities are explained in Fig. 21. Although
design activity initiative mostly belongs to designers, they act under the
monitoring and management of the design protocol (see Fig. 19), which
enforces the designersto follow a predefined design discipline.
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Figure 21. Explanation of the agent-mediated technology support provided by Information
Fusion Design Toolkit

Data Source

Data Source

Let us consider the steps of the protocol given in Fig. 19 in alittle more

detail. The processes comprising this protocol are below described
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superficially, although each of them is represented in several levels of detail
up to the sub-processes that do not suppose distributed execution.

731 Distributed ontology design

Design of application ontology is supported by both MASDK and IFDT
toolkits. High level ordering of the design activities supported by IFDT,
represented in terms of standard IDEFO diagrams, is given in Fig. 22. It also
indicates agents participating in the execution of particular activities. The
particular design tasks to be solved by the designers operating according to
this protocol aim at providing IF MAS application ontology with the
properties that were discussed in subsection 4.3. The main steps of the
ontology design procedure are briefly explained below.
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Figure 22. Protocol ordering ontology design activities supported by IFDT

AO0.1. Design of consistent naming of the ontology notions

This activity is also performed according to a sub-protocol (we omit its
specification due to limited paper space) specifying the A0.1 protocol in the
next level of detail. Analysis and maintenance of the consistent naming of
ontology notions is led by the meta-level designer (see Fig. 21) mediated by
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the KDD master agent (see Fig. 15, 21), which interacts with source-based
designers viamediation of Data source management agents.

AO0.2. Design of coherent measurement scal es of the ontology notion
attributes

The motivation of this task and its objective were outlined in subsection
4.3. Let us describe how this task is solved. Let us denote an attribute
measured differently in different sources as X. In the shared application
ontology the type and the unit of the attribute X measurement are determined
by the meta-level designer. At the next step, in al the sources in which this
attribute is presented, expressions are determined for it through which the
attribute can further be converted into the same scale in all the sources. This
alows the use of the values of attributes in the meta-level regardliess of their
measurement in the particular data sources from which they originated.
Agreement on the units to be commonly used for attribute X is reached via
negotiations according to a protocol. Such a protocol isan IFDT component.
AO0.3. Design of keys for entity instance identification

The entity instance identification task (see subsection 4.3) is solved in the
following way. In the application ontology, for each entity the notion of
entity identifier ("ID entity") is introduced. This ID entity plays the role of
the entity primary key (in analogy with the primary key of a database table).
For each such identifier, a rule given over the attributes of the notions of
application ontology is defined. For example, in some cases, when data
fragments specifying a situation snapshot (instance) are time stamped, atime
interval can be used as attribute of the predicate determining the
aforementioned rule. This rule is further used to calculate the value of this
key. A specific rule is defined for each particular data source that allows to
uniquely connect the entity identifier and the local primary key in this
source. In aspecia case, it may be alist of pairs "value of entity identifier" —
"value of local key." When such rules are determined for each source it is
possible to form the list of al the entity instances in the meta-level. Thislist
identifies all fragments of the same instances presented in different data
Sources.

In current research specifications of the applied IF MAS, ontology is so
far written in terms of the XML language. In the next version of MASDK,
RDF, DAML+OIL languages[20] are considered for use.

Use of XML or other pertinent languages to represent ontology leads to
an additional IF specific problem. Indeed, instances of the ontology notions
are stored in databases and to access them the query must be specified in
terms of standard SQL language. Since databases "do not understand”
gueries represented in terms of XML or its derivatives, it is necessary to
provide ontology—based systems with a specia "gateway". The function of
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this gateway is to transform ontology language—based queries into SQL-
queries. The sub protocol A0.3 supports the design of such a gateway.

7.3.2 Decision fusion meta-mode design

According to the high level protocol (Fig.19), design of the DF meta-
model is carried out at the second step of technology supported by IFDT. In
section 4.2, the role and genera structure of the DF meta-model in learning
and decision fusion are described. Let us remind that the upper level of the
DF meta-modd is constituted by a classification tree (see Fig. 9). To each
node of this tree which corresponds either to a meta-class or class of
situation, a decision tree is mapped. The latter can also be composed of
several levels (Fig. 9).

The design procedures, their ordering and agents participating in the
particular design procedures of the DF meta-model are depicted in Fig. 23.
The main steps of this phase of the technology are as follows:

1. Specification of the decision making task (A1.1).
2. Design of the structure of decision making (decision making tree) (A1.2).
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3. Getting meta-properties of the data of data sources (A1.3).
4. Splitting the data into training and testing samples (A1.4).
5. Design of the classification tree (A1.5).

6. Specification of the learning task (A1.6).

7. Forwarding the decision making structure (A1.7).

These processes are mediated by the KDD master, Meta-level KDD
agent, and Information Fusion management agent, which are meta-level
agents, and also by the Data source managing agents and KDD agents of
base classifiers situated in the same hosts as data sources.

733 Distributed data mining protocol

This protocol is the core of |F system technology because it supports the
basic functionalities of IF MAS design. The latter are training and testing of
particular classifiers and design of the decision combining procedures. An
IDEFO diagram of this protocol is presented in Fig. 24. It involves the
interaction of al the agents of the IF MAS. Part of these agents play the
roles of design mediators; the rest of the agents are designed with support of
the above mediators.

The basic processes of the distributed data mining protocol are:
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1. Selection of datafor training and testing of the base classifiers (A2.1).
2. Training and testing of classifiers (A2.2).
3. Management of meta-classifier training (A2.3).
4., Computation of datafor training and testing meta-classifier (A2.4).
5. Training and testing of meta-classifier (A2.5).
6. Preparation of the IF system for use (A2.6).
The sub-processes (sub-protocols) of the distributed data mining
composing the protocol A2 are specified in the same style in severa levels
of detail up to the level where the processes are executed by particular

agents.
734 Protocolsfor distributed decision making (decision fusion)

The components of this protocol, that in turn is specified in the lower levels
in more details, are as follows (Fig. 25):
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1. Analysisof the availability of new input data to process (A3.1).
2. Decision making management. This sub-protocol manages the production
of decisions according to the Decision fusion meta-model (A3.2).
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Preparing of data (A3.4).

Decision making by base classifiers (A3.7).

Management of meta-classifier decision making (A3.5).

Decision making by Meta-classifier (A3.6).

IF MAS decision making (A3.3).

Let us note that the above sub—protocols are listed in the order
corresponding to the order of their execution in decision making procedures.

No ar~w

CONCLUSION

This paper presents a methodology of data and information fusion, a
multi-agent architecture of the respective software system, the technology
destined for the design, implementation and deployment of applied multi-
agent data and information fusion systems, and also outlines software tools
supporting the devel oped technology.

An application area of the above methodology and technology concerns
the tasks of object and situation assessment corresponding to levels 1 and 2
of the JDL model of information fusion [30]. In turn, data and information
fusion are the core tasks in providing for situational awareness.

In the presented methodology, technology and software tool the multi-
agent paradigm is used. It provides designers with powerful tools for
conceptual modeling of the data and information fusion problems, adequate
architectures, and provides with techniques for implementing cooperation of
distributed software components. This tool is specifically destined for
decomposable large scale intelligent systems for data and information
fusion.

It is important to note that in design of Information Fusion MAS we
distinguish two aspects of utilization of the multi-agent paradigm:

Utilization of the multi-agent architecture for the software
implementation of data and information fusion systems (Multi-agent
data and information fusion system, IF MAS); and

Utilization of the agent-mediated software engineering for IF MAS
technology, in which agents play the roles of mediators between
distributed designers supporting a predefined "design discipline”
specified formally in terms of interaction protocols, and perform alot of
routine computations.

Both of these aspects are the subjects of this paper.

The developed methodology provides designers with a number of ready
solutions concerning such important methodological aspects of IS MAS
design as:
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1. How to alocate functions of data and information processing to data
source-based level and meta-level of fusion;

2. How to structure decision making and decision combining components
of the IF system, i.e. how the DF meta-model should be organized,;

3. How to structure an IF system distributed knowledge base, how to
provide and maintain consistency of its distributed components and how
it could interact with the IF MAS ontology;

4. What kind of data mining techniques to use for learning of the IF MAS
decision making and decision combining components.

The developed two phase technology, i.e. (1) design of the IF MAS with
use of MASDK that is software tool of genera purposes (see section 7.2)
and (2) design of the application-specific IF MAS components and protocols
for IF MAS agent interactions (see section 7.3) provides designers with a
number of flexible and powerful software means supporting engineering,
implementation and deployment of applied IF MAS. In particular,
engineering processes performed by a distributed team of designers, support
such sophisticated design procedures as the design of decision fusion meta-
models. These processes also support engineering of distributed IF MAS
knowledge base, whose upper level is constituted application ontology, and
also design of the protocol fusion of decisions produced by source-based
distributed classifiers.

The developed methodology, technology and software tools were
validated on the basis of two well-known case studies that are Multi-spectral
image classification (Landsat Scanner image dataset, GRSS DFC_0010,
[18]) and KDDCup99 [19].

Currently the described technology and both aforementioned software
tools are being further developed. Current efforts are directed aso to IF
technology validation and accumulation of the experiencein IF MAS design
via design and implementation of various applications from IF scope.
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NOTES

1. Actually, meta-classification approach can be also considered as a special case of one
proposed in “Inferential Theory of Learning" [24] mentioned in subsection 5.2.
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2. Prectically, the described below "first" and "second” phases of an applied IF MAS design
overlapping and some design operations caled here as "first phase operations' can be
carried out after some operations referred to as second phase operations.
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