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O6nacTtu nccnegosaHum

Teopvm M TEXHONMOrMsl MHOroareHTHbIX cuctem. Cuctembl O0OO0beOUMHEHUA [LaHHbIX,
NoJsly4eHHbIX U3 pas3fiMyHbIX NCTOYHUKOB. MHoroareHTHble Mogenu nnaHnpoBaHUA onepaumﬂ.



MHoroareHTHble MOLEenn KOMMMEKCHOM 3allnTbl KOMMbIOTEPHbLIX ceTen. MaTtematundeckue
MOZENV pacnpefeneHHbiX aTtak Ha KOMMblTEpHble ceTu. MeToabl CKPbITUS AaHHbLIX B
unpoBbIX U300paxkeHuAx. TexHonorns pacnpefeneHHoro obyyeHus pacnpegeneHHoro
NPUHATUSA peLleHnn

HoBble pe3ynbTaTbl UCCliegoBaH un

1.PaspaboTtaHa MeTogonorms, TEXHONOMNSE U UHCTPYMEHTANbHOE CPEACTBO AN CO34aHus U
NpOrpaMmHON peanuaaumm MHOroareHTHbIX CUCTEM pacnpeneneHHoro oby4yeHnst U NpUHATUS
peweHuin. PaspabotaHHas meTogonorma onpegensieT 6a3oBble NpMHUUMBI, FTOTOBbIE MOLENN
(pekomeHaoyemble pelleHus), MeToAbl W KOHKpPeTHble anroputMbl pacnpeneneHHoro
00yyeHVst 1 NPUHATUSA pELUEeHMI Ha OCHOBE pacnpeferneHHbIX reTeporeHHbIX WCTOYHMKOB
AaHHbIX. HOBM3Ha 3TOM MeTo40MNorMn COCTOUT B TOM, YTO OHa BasupyeTtcs Ha npobnemHon u
NpeamMeTHON OHTONOrMSAX, UCMONb3yeT WMEPapXUYECKYd CTPYKTYPY MPUHATUSA peLUeHun wn
cneumarnbsHble npoueaypbl MeTa-oby4yeHnst 1 0ObeAMHEHNS PELUEHUA U OPUEHTMPOBaHa Ha
co3gaHve pacnpegeneHHblx 6a3 3HaHUIM, B KOTOPbLIX pPOflb METa-ypOBHSI UrpaeT OHTOSOrus.
OTa MeToaonorus noriokeHa B OCHOBY pa3paboTaHHOW TEXHONOMMU U MHCTPYMEHTAarbHOro
cpeaoctBa  Ans  CO30aHWs M MPOrpamMMHOM  peanu3auyMu  MHOTOareHTHbIX  CUCTEM
pacnpegeneHHoro obydeHusa ([1-8]). Ha ©a3e 3TOM TEXHOMOMM M C UCMOMNb30OBAHUEM
YMNOMSIHYTOrO  MHCTPYMEHTanbHOro cpeactsa paspabotaHa TexHomoruss  oby4yeHus
oOHapyXeHul0 BTOpXEHUN. PaspaboTaHbl apxuTekTypa, MoAenu (YyHKUMOHMPOBAHWS,
CTPYKTYPbl W 9K3eMMnspbl OaHHbIX OOyYeHWss M TecTUpOBaHMS, a TakKe MNpOoTOTUMbI
OTOeNbHbIX  KOMMOHEHT. [lpoBedeHa akcnepuMeHTanbHasd oOueHka pas3paboTaHHbIX
KOMMOHeHT oby4eHuns [9, 26].

2. PaspaboTaH KoMMfekc MmateMaTUyecknx Mogenen ans MMmTaumm atak Ha KOMMIboTEPHbIE
CeTW, OCHOBaHHbIM Ha annapaTe ¢opmanbHbIX rpaMMaTMk KU aBTOMaTtoB. PaspaboTtaHbl
MoAenu OerCTBUA 3MOYyMbllUNIEHHUKA, MOOEenW aTakyeMoOW KOMMbIOTEPHOW CEeTU U XOCTOB;
MOLENV BbIYNCNEHNA BEPOATHOCTEN YCMELUHOrO BBINMOSIHEHUS aTak M MOOENu peakuun
XOCTOB Ha [OencTBusa 3royMmbllneHHuKa. PaspaboTaHbl  KOHUenTyanbHble  MOoAenuv
MHOroareHTHOro MOAENMPOBAHUSA CMOXHBIX pacnpedeneHHbIX CKOOPANHUPOBAHHbBIX aTak Ha
KOMMbIOTEPHbLIE CETW, B YAaCTHOCTM aTak “pacnpefeneHHbii oTkas B obcnyxusaHun” (DDoS-
aTak). lNpeanoxeH NOAXO4 K MHOroareHTHOMY MOZENMPOBAHWMIO NPOTUMBOOOPCTBA KOMaHg
NpOrpaMMmHbIX areHTOB B KOMMbIOTEPHLIX ceTsiX. PaspaboTaHHble mMogenu peanu3oBaHbl
NpOrpaMmHoO B BUAE NPOTOTUMOB MHOrOAreHTHbIX CUCTEM MogenupoBanus. ([9, 12-29, 31, 33,
35, 36)).

3. PaspabotaHa MeTO4OMOMMsi MHOFOAreHTHOro NITaHMPOBaHUA M COCTaBMEHUS pacnmncaHun,
B KOTOPOW KOOpAMHAUWMS NOBEAEHUS areHTOB OCHOBaHa Ha WCMOMb30BaHWM MoAenu
aykuuMoHa M uaen OTNOXEHHbIX pelleHuni. PaspaboTaHa TexHonorvs co3gaHus CUCTeM
HasBaHHOIO  kKnacca, a Takke  WHCTPYMEHTanbHOe  MNpOorpaMMHOE  CpPEACTBO,
nogaepXxuBarollee npouecc GOpManbHOro OnMucaHus, MPOrpaMMHON  peanusaumm  wu
pasBepTbiBaHWS CIOXHbBIX CUCTEM YKas3aHHOro kracca, B 4acTHOCTW, B obnactu
TPaHCMNOPTHOM NOrMcTukn. PaspaboTaHbl Matemartumdeckne mogenu ans dopmarnbHOro
3aaHnsa NPOTOKOSIOB KOOMEPATUBHOIO pelleHus 3ajady MHOXECTBOM pacnpefeneHHbIX
areHToB. MeTogonorus peLlleHns, TEXHONOMMA U NPOrpamMMHOE MHCTPYMEHTarnbHoe CpeacTBO
NCNonb30BaHbl Ans pa3paboTkym NpPOTOTMNA MHOrOAreHTHOW CUCTEMBbI, peluatrollen 3agayu
TPAHCMOPTHOM JIOTUCTMKM CO MHOXECTBOM OFpaHWYeHUI, Cpeau KoTopbix Haunbonee
CYLLLECTBEHHbIM SBMSETCH OrpaHUYeHus B BUAE BPEMEHHbIX OKOH Ha AO0CTaBKy rpysos [3, 4,
10].

Cnucok nyénukauum

1. B.N'opogeukun, O.Kapcaes, B.Camoinnos. MHoroareHTHasi TEXHONOMMSA MPUHATUS PeLleHNi
B 3aga4vax oobegmHeHus gaHHbIx. Tpyasl CITMUPAH, Ne1, 2003.

2. B. B. CamonnoB. Cuctembl 06beauMHEHN AaHHbIX U3 pPasHbIX UCTOYHMKOB: pUHLUMMI
peanu3aumm un apxuTekTypa o0paboTkM [OaHHbIX AN OBy4yeHUss cUCTEM MPUHATUS
pewenui. Tpyabl CITIMMPAH, Ne 1, 2003.

3. B.W. Topogeukun, O.B. Kapcaes, B.I'. KoHtowwnin, B.B. Camonnos, A.Xabanos. Cpega
pa3paboTkn MHoroareHTHbix npunoxeHnin MASDK. WMHdopMaumMoHHbIE TexHomormm u
BblYMcnuTENbHbIE cnctembl, Ne1, 2003.



4. B.U.lNopogeukun, O.B.KapcaeB. TeXHONOIMSA MHOrOAreHTHbIX CUCTEM U €€ NPUIOXKEHNS B
yrnpaeneHun n mogenuposaHmu. Tpyabl 5 MexayHapogHon koHdepeHumn "Tpobnembl
yrnpaBneHus n mogenvpoBaHus B cnoxHoix cuctemax”. Mog pegakuwen B.IM.MsacHukoBa,
H.A KysHeuoBa n B.A.Buttuxa. Camapa, 2003, ctp. 271-283.

5. B.W.lopogeukun, O.B.Kapcaes, B.B.Camonnos. PacnpegeneHHoe oby4eHune
obbeavHeHo  daHHbIX:  MHoroareHTHbIn nogxod. B Tpygax  MexagyHapogHow
koHdepeHuun Fusion 03, KepHc, AscTpanus, utons 8-11, 2003.

6. B.A. Topomeukun, O.B. Kapcae, B.B. Camonnos. MHoroareHTHas TexHOnorus
pacnpegeneHHoro n3BneYeHns 3HaHUm U3 OaHHbIX 18 pelleHns 3a4ad knaccudukaumm.
B Tpyoax MexgyHapogHon I|EEE koHdepeHuun "TexHonorms uHTenneKkTyanbHbIX
areHtoB" (IAT' 03), Manudaxc, Kanaga, oktabpb 13-17, cTp.438-441, 2003.

7. B.W. Topogeukunin, O.B. Kapcaes, B.B. Camonnos. NporpamMmMHbIi MHCTPYMEHTapun anis
CO30aHNsi MHOroareHTHbIX CUCTEM W3BMEYEHUS 3HaHWWA M3 pacnpefeneHHbIX AaHHbIX.
Tpyobl  MexgyHapogHon |[EEE  koHdepeHumn  "WUHTerpaumss  HTennekTyanbHbIX
MHoroareHTHbIx cuctem" (KIMAS 03), BoctoH, CLUA, okta6pb 2003, cTp.710-715.

8. B./. Nopogeukuit, O.B. Kapcaes, B.B. Camonnos. MHoroareHTHblE€ CUCTEMbI AMS1 CAUSTHUSA
OaHHbIX 1 MHDOpMaLmMK: ApxuTekTypa, MeToOoriorus, U MHCTpPYMEeHTanbHble cpeacTsa
nogaepxkn TexHonorun. [puHato ansa nybnukauum B kHure "Data Fusion for Situation
Monitoring, Incident Detection, Alert and Response Monitoring" nog peg. 3.llax6a3sH u
M.BannuH. Byget onybnukosaHo B n3gatensctee Kluwer Academic Publishers.

9. lopomeukun B.N., KoteHko W.B., Kapcaee O.B. MHoroareHTHble TexHonormm ans
obecneyeHnss 6e30nNacHOCTM KOMMbIOTEPHBIX CETEeN: WMWUTaAuUuA aTtak, obHapyXeHue
BTOPXEHMIA KN 00y4vyeHMe OOHapyXeHU0 BTOPXEHUA. MexayHapoaHbIM >KypHan Mo
KOMMbIOTEPHBIM HaykaM 1 nHxeHepuu, 2003, Ne 4, AHvrnus, ctp.191-200.

10. B.W.Nopopeukuin, O.B.Kapcaes, B.I.KoHtowwnin. MHoroareHTHasi cuctema pacrnpegeneHms
pecypcoB W cocTaBneHus pacnucaHun. Tpyabel 3  MexagyHapogHow KOHdepeHuun
LleHTpansHon n BoctouHon EBponbl no MHoroareHTHbIM cuctemam. (CEEMAS 2003). Mo
pea. B.Mapxek, M.Mionnep u M.Mexoyuek. Lecture Notes in Artificial Intelligence,
Springer-Verlag, Tom 2691 c1p.236-246.

11. B.W.N'opogeukun, B.B.CamonnoB. OkcnepumMmeHTanbHOe MccriegoBaHne CBONMCTB MeToda
BCTpPauMBaHUSA CKpPbITON WHopMauum B UMGPOBbIE U300paKeHUs, OCHOBaHHOrO Ha
NCMNOMb30BaHNM CUHIYNAPHOro pasnoxenus. Nog pea. B.W.'opoaeukoro, B.A.CkopmuHa 1
Jl.Monbsika. Lecture Notes in Computer Science, Springer-Verlag, Tom 2776, "Teopus u
npakTuka 3aliuTbl KOMMbIOTEPHbIX ceTen. Tpyabl 2 MexayHapoaHOW KOHepeHUMu
"MaTtemaTunyeckne Moaenu, MeToabl U apXUTEKTYpPbl ANS 3amTbl KOMMbIOTEPHBLIX ceTen".
CaHkT-lNeTepbypr, Poccus, ceHTsiopb, 21-23, 2003, cTp.349-359.

12. KoteHko W.B. MHoroareHTHble TEXHOMOrMM akTMBHOrO aHanusa Yya3BMMOCTEN MU
OBHapyXeHUs BTOPXKEHUIN AN co3faHus MHAOpMaLMoHHO-6e30nacHbIX pacnpeaeneHHbIX
BblYMCMUTENBHLIX cuctem. MexayHapoaHbii koHrpecc "[oBepue u 6GesonacHoCTb B
nHdopmaumnoHHom obecTse", CaHkT-lNeTepbypr, 21-22 anpens, 2003.

13. KoteHko W.B., MaHbkoB E.B. AreHTHO-OpMEHTMpPOBAHHOE MOAENuMpoBaHMEe aTak Ha
KOMMblOTEPHbIE ceTu. YeTBepThin MexayHapoaHbli ceMmuHap “AreHTHO-OpUEHTUPOBaHHOE
mogenupoBaHue” (ABM-4). CoopHuk Tpygos, 28-30 anpens, MoHTnense, ®paxums, 2003.
cTp.121-126.

14. N.B.KoTteHko. KomaHgHas paboTa xakepoB dopmanbHOe OnucaHue M KOMMbITEpHoe
MOOEeNMpoOBaHMe KOOPAMHUPOBAHHBLIX pacnpefdeneHHblX aTtak Ha KOMMbITEPHbIE CEeTW.
Tpyabl 3 MexgyHapogHon KoHdepeHumn LleHTpanbHoM wn BoctouHonm EBponbl no
MHoOroareHTHblM cuctemam. (CEEMAS 2003). Moa pea. B.Mapxek, W.Mionnep u
M.Mexoy4ek. Lecture Notes in Artificial Intelligence, Springer-Verlag, Tom.2691, c1p.464-
474,

15. B.M.lNopogeukun, W.B.KoteHko, bB.x.Mankn. MHoroareHTHoe MoaenupoBaHue
pacnpegeneHHbix atak “OTka3 B 0OCnyXvMBaHMM® Ha KOMMbIOTEPHbIE CeTU. TpeTbs
MexayHapogHas KoHdepeHuus “BoeHHO-MOpCcKon goioT U CyAOCTPOEHME B COBPEMEHHbIX
ycnosusax” (NSN'2003). Cankt-INeTepbypr, 26 — 28 nioHs, 2003. COopHMK TpyaoBs. cTp.38-
47.

16. AnekceeB A.C., KoteHko W.B. KomaHgHaa pabota areHToB no 3awure OT
pacnpefeneHHbix aTtak "oTkaz B obcnyxmBaHun". MexayHapogHas KOHGepeHums no
MAMKAM BblYUCTIEHUAM U namepennsam (SMC’2003). CoopHuk goknagos. CaHkT-lNeTepbypr,
CreraTy, 2003, ctp.294-297.



17. KoteHko W.B., CtenawkuH M.B. NHTennekTyanbHass cuctema mMogenvpoBaHusi aTak Ha
Web-cepBep ana aHanusa yA3BMMOCTEN KOMMbIOTEPHLIX cuctem. MexayHapoaHas
KOHbepeHUMsi MO MArKUM BblYUCHIEHNSAM U namepeHuam (SMC’2003). COopHMK AoKnagos.
CankT-lMNeTtepbypr, CIM6I3TY, 2003, cTp.298-301.

18. KoteHnko W.B., CtaHkeBuy J1.A. KomaHgHas paboTa areHTOB B peanbHOM BpeMeHMU.
HoBsocTu uckycctseHHoro nHtennekta, Ne 3, 2003, ctp.25-31.

19. KoteHko U.B. Mogenu npoTnBobopcTBa KOMaHZ areHToB No peanusauun v 3awmute oT
pacnpegeneHHbix aTtak “oTkad B obcnyxuBanun®. Tpyabl MexayHapoAHbIX Hay4HO-
TexHuyecknx  koHdepeHuun “UHTennektyanbHble cuctembl (IEEE  AIS'03)" wu
“UnTennektyaneHble CATP (CAD-2003)". M3g-Bo Puanko-mateMaTM4eckon nureparypbl,
2003, Tom.1, cTp. 422-428.

20. HectepoB C.A., KoteHko W.B. AHanua puckoB 6€30MacHOCTM KOMMbIOTEPHbLIX CUCTEM Ha
OCHOBE MCMONb30BaHus wumuTaTopa ceTteBbix aTtak. VIl CaHkr-lNeTepbyprckas
MexayHapogHas KoHdepeHums “PernoHansHasa nHgopmatmka-2002” (“PU-20027). Tpyabl
koHdbepeHuun. CaHkTt-lMeTepbypr, 2003, cTp.185-189.

21. Kotenko W.B., AnekceeB A.C. MopenupoBaHne DDoS-atak Ha OCHOBE KOMaHAHOW
pabotbl  areHtoB. VIl CaHkr-letepbyprckas  MexgyHapogHas  KoHdepeHuus
“‘PernoHanbHas  nHdopmatuka-2002” (“PU-20027), Tpyabl KoHdepeHumn, CaHkT-
MeTepbypr., 2003, cTp.180-184.

22. N. B. KoteHko, C. A. HectepoB. [NpoekTMpoBaHMe CUCTEM 3alMTbl MHAOPMaLMM Ha
OCHOBE WHTErpaumMm npouenyp aHanvM3a PUCKOB M aKTMBHOIro ayauta 6Ge3onacHoCTw.
MexayHapogHast HaydHas Lkona "MogenvpoBaHue 1M aHanua 6e3onacHOCTM U pucka B
cnoxHbix cuctemax (MA BP-2003), CaHkTt-lIetepbypr, 20-23 aBrycrta, 2003,. cTp.396-402.

23. W.B.KoTeHko., E.B.MaHbkOB. O3KCNEpMMEHTbI MO MOAENMPOBAHWMIO aTak MnpoTUB
KomnbloTepHbIx ceTen. MNMog pen. B.W.Mopoaeukoro, B.A.CkopmuHa un Jl.Monbska. Lecture
Notes in Computer Science, Springer-Verlag, Tom 2776, "Teopuss n npaktvka 3awimTbl
KoMnbloTepHbIX ceTen". Tpyabl 2 MexayHapogHon KoHdepeHuun "MatemaTtudeckue
Mogenn, MeTodbl N apXUTEKTypbl ANs 3almTbl KOMMbOTEPHbIX ceTen. CaHkT-MeTepbypr,
Poccus, ceHTabpb, 21-23, 2003, cTp.187-198.

24. KoteHko N.B., Anekcees A.C., MaHbkoB E.B. ®opmanbHbIi nogxoa K MogenMpoBaHuio n
ummtauum DDoS-aTak, OCHOBaHHbIA Ha KomaHAHoW paboTe areHToB-xakepoB. |EEE
MexayHapoaHasi KOH(pepeHUMs MO TEXHONMOMMM WHTennekTyanbHbix areHToB (IAT-03),
Manundakc, KaHaga, 13-16 oktabpsa 2003, ctp.507-510.

25. KoteHko W.B.. AKTMBHbIA aHanmM3 ysA3BUMMOCTEN KOMIMbIOTEPHbIX CETENM Ha OCHOBE
uMMTaUuK CroXHbIX pacnpegeneHHbix aTtak. |IEEE MexayHapooHas KoHdepeHuus no
KOMMbIOTEPHBIM CETAM U MOOUIbHbIM BbluncrneHmam (ICCNMC-03), Lanxan, Kntan, 20-23
okTabps 2003. C6opHuk Tpyaos. 2003, cTp.40-47.

26. lopogeukun B.WU., Kapcaes O.B., Kotenko W.B., Camonnoe B.B., CtenawknH M.B.
MHoroareHTHas cuctema ob6ydeHusa obHapyxeHuto atak. Il MexpervoHanbHas
KoHdbepeHumst “UHcopmaumoHHass GesonacHocTe pernmoHoB Poccun” (“UUBPP-2003”).
Matepwuansl koHdepeHumn. YacTe 1, CankT-lMNeTepbypr, 2003, cTp.118.

27. KomawwnHckui [.B., KoteHko W.B. Mogenb pacnpocTtpaHeHus BupycoB B ceTu Internet Ha
OCHOBE MHOroareHTHoOm TEXHOSOrUMN. 1 MexpervoHanbHas KOH(pepeHLums
“UHdpopmaumorHHasa  GesonacHocTe permoHoB Poccun”  (“UUBPP-2003"). Matepuansl
KoHdepeHumn. YacTe 1, CaHkT-lNeTepbypr, 2003, cTp.127-128.

28. KoteHko W.B. MogenupoBaHue kuGepBOVHbI Ha OCHOBE areHTCkuMx TexHonorun. |l
MexpernoHansHasa koHdepeHuus “UHdopmaumoHHas GesonacHocTb pernoHoB Poccun”
(“IlBPP-2003"). MaTepwnanbl koHdepeHuun. Yactb 1, CankT-lNeTepbypr, 2003, cTp.70-71.

29. Anekcees A.C., KoteHko WN.B. MHoroareHTHas cuctema mogenupoBaHus DDoOS-atak. Xl
Poccunckas HayyHo-TexHudeckas KoHdepeHunsa (no Cesepo-3anagHOMy PeErvoHy)
“MeToabl 1 TexHuMdeckne cpeactea obecneyeHns 6esonacHocTy MHdopmauun”. Tesnucol
noknapos. CaHkT-MNeTepbypr. N3pgatenscteo Cr6ITY. 2003, ctp.101-102.

30. KoteHko W.B., CrenawkuH M.B. lMpoToTun noxHon WHGPOPMALUOHHOW cuctembl. Xl
Poccunckas HayyHo-TexHudeckass KoHdepeHuusa (no CeBepo-3anagHOMy PErvoHy)
“MeToabl U TexHM4eckne cpeactea obecneyeHns GesonacHocTy MHdopmauun”. Teancol
noknagos. CaHkt-lMeTepbypr. Nzpgatenscteo CI6ITIY. 2003, cTp.57-58.

31. Kotenko W.B., ManbkoB E.B. Crtoxactuyeckas aBTomaTHad MoAernb aTak Ha
KOMMbIOTEPHbIE ceTU. MIHpopmaTumsaumsa n ceasb, Ne 1-2, 2003, cTp.61-67.



32. KoteHko W.B., Nopogeuxunn B.X. MHoroareHTHble CUCTEMBI OJ151 OOHAPY>XEHUS BTOPXKEHUN.
Tpyabl [OBYXCTOPOHHEN POCCUNCKO-KMTAMCKOW KOHDEepeHUMM MO0 UHTENNeKTyasbHON
obpaboTke nHgpopmaumm (CRBCIIP-2003), 19-23 oktabpa 2003, LWaHxan, Kutan. 2003.

33. KoteHko M.B. MHoroareHTHOe MOAenmMpoBaHne 1 UMUTaLMs atak Ha KOMMbIOTEPHbIE CeTw,
OCHOBaHHbIX Ha MoAensix KomaHaHon paboTbl M dopMarnbHbIX rpammartukax, Tpyabl
OBYXCTOPOHHEN POCCUINCKO-KATAMCKON KOHMPEpPEHLMM MO MHTEeNnekTyanbHon obpaboTke
nHdopmaumm (CRBCIIP-2003). 19-23 oktabpa 2003, LWaHxan, Kutai, 2003.

34. KoteHko W.B. AHanus ysasBuMmocTerr U OOHapyXeHWe BTOPXEHWUA: NPUMEHEHUE
MHOFOAreHTHbIX TEXHOMOrMN AN 3alWMTbl MHOPMauUM B KOMMBIOTEPHbLIX CETSX.
VHOpMaLMOHHbIE TEXHOSOMMU U BblYMCIIMTENBHbIE cucTeMbl, 2003. (MPUMHATO K nevaTwn)

35. KoteHko W.B., AnekceeB A.C. MopenupoBaHue pacnpegeneHHblx atak “OTkas B
obcnyxmMBaHMM” Ha OCHOBE peanu3aumm KoMaHOgHOW paboTbl areHToB. IHGOpMaLMOHHbIE
TEXHOSOrMM 1 BbluUCTIUTENbHbIE cncTembl, 2003. (MPUHATO K NnevaTn)

36. KoteHko W.B. MHoroareHTHble TeXHOMOrMU aHanusa ysas3BUMOCTEW W OBHapyXeHus
BTOPXKEHWIN B KOMMbIOTEPHbIX ceTax. KoHduaeHT, 2003. (NpuHATO K neyatm)

Laboratory of Intelligent Systems

Head of the Laboratory —Ph.D., Doctor of Technical Sciences, Honored Scientist of Russia
Professor Gorodetski Vladimir Ivanovich — Atrtificial Intelligence, in particular, multi-agent
systems, machine learning, data mining and knowledge discovery from databases, data and
information fusion, multi-agent knowledge-based systems for operation planning and
scheduling, multi-agent technology for integrated assurance of computer networks, formal
modeling and simulation of distributed attacks against computer networks, transparent
embedding data into digital images for hidden communications and watermarking.
gor@mail.iias.spb.su,

http://space.iias.spb.su/ai/russian/gorodetski.htm

Laboratory Stuff - 5

Research Fellows

Ph.D., Doctor of Technical Sciences. Leading Research Scientist Professor Kotenko Igor
Vitalievich —Atrtificial Intelligence, in particular, multi-agent systems, agent-based simulation,
computer network and information assurance, modelling and simulation of distributed attacks
against computer networks, deception systems, decision support systems,
telecommunication.

ivkote@iias.spb.su

http://space.iias.spb.su/ai/kotenko/kotenko.jsp

Ph.D., Senior Researcher, Karsaev Oleg Vladislavovich — Artificial Intelligence, in particular,
multi-agent systems technology and software tools, machine learning, data mining and
knowledge discovery from databases, multi-agent knowledge-based systems for operation
planning and scheduling, multi-agent technology for integrated assurance of computer
networks, formal modeling and simulation of distributed attacks against computer networks.
ok@mail.iias.spb.su,

http://space.iias.spb.su/ai/karsaev/karsaev.jsp

Research Fellow Samoilov Viadimir Vladimirovich — Atrtificial Intelligence, in particular,
multi-agent systems, data mining and knowledge discovery from databases and data
warehouses, data and information fusion, multi-agent technology for integrated assurance of
computer networks, simulation of distributed attacks against computer networks, transparent
embedding data into digital images for hidden communications and watermarking.
samovl@iias.spb.su,

http://space.iias.spb.su/ai/samoilov /samoilov.jsp

Research Fellow Konushy Victor Grigorievich — Multi-agent software tool, operation
planning and scheduling, software design and code writing.

kvg@iias.spb.su

http://space.iias.spb.su/ai/konyushiy/konyushiy.jsp




Research Fellow Man'kov Eugene Victorovich — Formal grammars, syntactical analysis,
modeling and simulation of attacks against computer networks, multi-agent software tool,
software design and code writing.

mankov@iias.spb.su, Toltec@pisem.net

http://space.iias.spb.su/ai/mankov/mankov.jsp

Grants and Projects

Gorodetski V.I. — Autonomous Information Collection, Knowledge Discovery Techniques and
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11. International Conferences “Atrtificial Intelligence Systems” (IEEE AlIS'03)” and “Intelligent
CAD” (CAD-2003). Divnomorskoe, September 3-10, 2003 (I.Kotenko - 1 paper,
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Research Activities

Theory and technology of multi-agent systems, data fusion, data mining and knowledge
discovery from databases, multi-agent operation planning and scheduling systems, multi-
agent technology for integrated assurance of computer networks, formal modeling and
simulation of distributed attacks against computer networks, transparent embedding data into
digital images for hidden communications and watermarking, distributed learning technology,
telecommunication, telematic.

Recent Results

1. Methodology, technology and software tool destined for design, implementation and
deployment of multi-agent distributed data mining, distributed decision making and data and
information fusion are developed. The developed methodology determines basic principles,
ready models (recommended solutions) methods and particular algorithms of distributed data
mining and decision making when the data are heterogeneous and distributed. The
methodology novelty is determined by such its peculiarities as use of problem and application
ontology as upper level of distributed knowledge base, hierarchical structure of producing and
combining of decisions, use of distributed knowledge bases with ontology on the top of it. This
methodology forms the basis of the developed technology and supporting software tool
making it more rapid the prototyping of multi-agent distributed data mining and data and
information fusion systems ([1-8]). The mentioned technology and software tool were used as
a basis for multi-agent technology of intrusion detection learning system. For the latter
application the operation model, training and testing data (models and respective samples)/
technology for training and testing and also the software prototypes of the basic components
of multi-agent intrusion detection learning system were developed, implemented and
deployed within a computer network. The developed theoretical basis and technology of multi-
agent intrusion detection learning were validated via simulation [9, 26].

2. The formal-grammar- and state machine-based framework aiming at formal specification of
the adversary interactions of a team of hackers performing coordinated distributed attacks
against computer network, on the one side, and a team of defensive means of computer
network, on the other side, was developed in depth. The conceptual models of agent-based
models of sophisticated distributed coordinated attacks, in particular, DDoS attacks were
developed. The formal basis for specification of adversary interactions of teams is developed.
The basic model were validated via simulation of such interactions on the basis of the
developed multi-agent software prototypes ([9, 12-29, 31, 33, 35, 36]).

3. A methodology of multi-agent planning, scheduling and resource allocation in which an
auction model and deferred decision paradigm are used as the basis for formal specification
of coordination mechanisms was developed. A technology and components of the software
tool supporting this technology aiming at engineering, implementation and deployment of
complex system of the above indicated class, in particular, applied to the transportation
logistics scope, were developed. The above methodology, technology and software tool were
used for the design, implementation and deployment of the software prototype destined to
solve a computationally complex class of tasks from transportation logistics scope ([3, 4, 10]).
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